	
	
	



	
	
	



	
	
	



 
 
 
 
 
 
 
 
Software Design 
Document for 
Discovery OCR and
Party Information Extraction
 
Prepared by Jennifer Lias, Jose Holguin, Nadia Hernandez, Joseph Lam, Lemeng Zhao, Addison Zhou, Jesus Villa, Daniel Concepcion, Thomas Ogden, Tommy Works, Peter Uy
 
Santa Barbara Public Defender’s Office 
November 13, 2025 



1. Introduction	3
1.1 Purpose	3
1.2 Document Conventions	3
1.3 Intended Audience and Reading Suggestions	3
1.4 System Overview	3
1.4.1 Key Features	3
1.4.1.1 Automated File Ingestion	4
1.4.1.2 Box OCR	4
1.4.1.3 Box AI Data Extraction	4
1.4.1.4 File Output and Review Workflow	4
2. Design Considerations	4
2.1 Assumptions and Dependencies	5
2.1.1 Assumptions	5
2.1.1.1 File Naming and Folder Structure in Box	5
Police reports are uploaded under the designated “Reports” folder. Throughout the process, they are moved between our four central main folders (Reports, Pending Excels, Approved Excels, JSON), all of which are named in a straightforward manner that allows them to be easily identifiable.	5
2.1.1.2 Bates Numbers Format	5
	Box AI agent locates the Bates numbers for each:	5
o	Victim	5
o	Witness	5
o	Officer	5
o	Other professional	5
2.1.1.3 End-User Characteristics	5
2.1.1.4 Data Privacy and Security	5
2.1.1.5 Future Scalability	5
2.1.2 Dependencies	6
2.1.2.1 Box API	6
2.1.2.2 Libraries and Tools	6
2.1.2.3.1 Requests	6
2.1.2.3.2 Box Python SDKGen (Python)	6
2.1.2.4 Box Folder and File Permissions	6
2.1.3 Summary	6
2.2 General Constraints	7
2.2.1 Hardware or Software Environment:	7
2.2.2 End-user environment:	7
2.2.3 Availability/Volatility of Resources:	7
2.2.4 Security Requirements:	7
2.2.5 Network Communication:	7
2.2.7 File Type Limitations:	8
2.3 Goals and Guidelines	8
2.3.1 Streamlined Workflow:	8
2.3.2 Mandatory Delivery Deadline:	8
2.3.3 Emphasis on Performance:	8
2.3.4 Seamless User Experience:	8
2.3.5 Error Handling:	8
2.3.6 Scalability and Flexibility:	9
2.4 Development Methods	9
2.4.1 Application of Agile Development	9
2.4.1.1 Iterative Development	9
2.4.1.2 Continuous Feedback	9
2.4.1.3 Focus on Working Software	9
2.4.1.4 Collaboration and Communication	10
2.4.1.5 Adaptability	10
2.4.2 Why Agile Was Chosen	10
3. Architectural Strategies	11
4. System Architecture	12
4.2 Major Responsibilities:	13
4.2.1 System Components:	14
5. Policies and Tactics	17
5.1 Choice of which specific products used	17
5.2 Plans for ensuring requirements traceability	18
5.3 Plans for testing the software	18
● 5.3.1 AI Extraction Accuracy Test	18
● 5.3.2 File Movement Test	18
● 5.3.3 Box API Validation Test	19
● 5.3.4 Error Handling Test	19
6. Detailed System Design	19
6.1 Component Interactions	19
6.2 Data Flow Description	20
Below is the step-by-step path of data through the system:	20
6.3 Detailed Component Behavior	21
6.3.1 Box API Component	21
6.3.2 OCR Processing Component	21
6.3.3 AI Extraction Component	22
6.3.4 Deduplication Component	22
6.3.5 Python Backend Component	22
6.3.6 Box Relay Automation Component	22
6.3.7 Box Apps UI Component	22
6.3.8 Metadata Management Component	22
6.3.9 JSON Export Component	23
6.4 Constraints and Design Considerations	23
6.5 Assumptions	23
8. User Interface	23
9. Requirements Validation and Verification	24
10. Installation Guides: Admin & User Guides	27
11. Glossary	45
12. References	46



[bookmark: _Toc1534786591]1. Introduction 
[bookmark: _Toc1104111067]1.1 Purpose 
The purpose of this document is to provide detailed design specifications and architecture for the automated police-report processing system built using Box.com, Box OCR, and Box AI. The design outlined here is the guide to how we use Box tools to search police reports, convert non-searchable police reports into machine-readable text, and extract key data fields and bates numbers to consolidate the data into a file for optimal workflow. 
[bookmark: _Toc1393873636]1.2 Document Conventions 
Font Conventions: 
· Headings: Sections titles are in bold that use hierarchical numbering systems such as 1.1, 
1.2, etc. 
[bookmark: _Toc640286173]1.3 Intended Audience and Reading Suggestions 
The intended audience is the staff and faculty members of the Santa Barbara Public Defender's Office. The admin and tech role will be assigned to the IT technicians of the department. All other staff members will be given their user role. If any user is interested in understanding how this application was designed or is having trouble navigating it, they can refer to this as well as the Software Requirements Specification (SRS) documents for better clarity.
[bookmark: _Toc805812912]1.4 System Overview 
This system automates the process of file upload and analysis of police reports within the Box environment. When a report is uploaded, Box APIs inspect the file to determine whether it is already text searchable. Non-searchable reports such as handwritten reports undergo Box OCR to generate a machine-readable text. Once prepared, the report is processed by Box AI to extract structured information like names, addresses, roles, dates, and bates numbers to generate an Excel file for human review and edit. These outputs are stored back in Box in structured files and renamed for easy location and access. The system reduces manual labor and reading, accelerates attorney review processes, and supports the Santa Barbara Public Defender’s Office in managing large volumes of police reports efficiently and securely.


[bookmark: _Toc644094760]1.4.1 Key Features 
[bookmark: _Toc1966054347]
1.4.1.1 Automated File Ingestion
This feature converts searches for specified Box directories for new file uploads for processing. When a new file is uploaded, it will be detected and prepared for processing by Box OCR and Box AI. 
[bookmark: _Toc418084467]1.4.1.2 Box OCR
This feature converts unsearchable police reports and translates them to machine readable text for Box AI to begin data extraction. 
[bookmark: _Toc1479930568]1.4.1.3 Box AI Data Extraction
Using Box AI, the system extracts key information from police reports, including names, addresses, case numbers, dates, roles, and bates numbers. Extracted data is stored in structured formats such as JSON or Excel.
[bookmark: _Toc1581997288]1.4.1.4 File Output and Review Workflow
	
	
	



	
	
	



	
	
	



Structured data files and summary documents are automatically uploaded back into Box with metadata linking them to the original report. This allows attorneys to review and correct data, be able to trace outputs to the original file, and optimize their workflow.
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[bookmark: _Toc1411290776]2. Design Considerations 
[bookmark: _Toc2063134801]2.1 Assumptions and Dependencies 
This section outlines the assumptions and dependencies that affect the design, implementation, and operation of the Discovery OCR and Party Information Extraction System. These considerations guarantee alignment with requirements set in place by the Santa Barbara Public Defender’s Office as well as developmental limitations when using the Box platform. 
[bookmark: _Toc1961610128]2.1.1 Assumptions 
[bookmark: _Toc2091364443]2.1.1.1 File Naming and Folder Structure in Box 
[bookmark: _Toc1880654438]Police reports are uploaded under the designated “Reports” folder. Throughout the process, they are moved between our four central main folders (Reports, Pending Excels, Approved Excels, JSON), all of which are named in a straightforward manner that allows them to be easily identifiable. 
[bookmark: _Toc914585159]2.1.1.2 Bates Numbers Format 
· [bookmark: _Toc240518359]Box AI agent locates the Bates numbers for each:
· [bookmark: _Toc231285436]Victim
· [bookmark: _Toc1143259133]Witness
· [bookmark: _Toc2068612229]Officer
· [bookmark: _Toc266513620]Other professional 
This system associates all these people with their corresponding page references.
[bookmark: _Toc1909050418]2.1.1.3 End-User Characteristics 
· End-users (LOPs) are assumed to have basic familiarity with Box.com, including reviewing files, editing Excel documents, and updating metadata tags.
· The UI is designed for visual simplicity and minimizes technical confusion.
[bookmark: _Toc1924128812]2.1.1.4 Data Privacy and Security 
· No discovery data leaves the secure Box environment. The system assumes that:
· Only authorized users will have access to the cloud
· Metadata templates are properly updated
· No document is exported or saved outside of the Box platform

[bookmark: _Toc562978997]2.1.1.5 Future Scalability  
· Future Box AI updates, expanded relay automation, and metadata capabilities will be incorporated without structural changes to the workflow

[bookmark: _Toc164705422]2.1.2 Dependencies 
[bookmark: _Toc1634452353]2.1.2.1 Box API 
· The system depends on the Box API for 
· File metadata retrieval 
· File content downloading
· Folder movement 

· Dependency Risk: Any changes to the Box API (e.g., authentication methods, endpoints)
[bookmark: _Toc347701964]2.1.2.2 Libraries and Tools 
· The system depends on the following libraries and tools to extract Bates numbers, interact with external systems, and handle processing tasks: 
· Requests: for HTTPS communication
· Box-python-sdk-gen: for Box API interactions
· Openpyxl: for excel generation
[bookmark: _Toc1619130290]2.1.2.3.1 Requests 
· Used for making HTTPS requests to APIs, including the Box API, for file metadata retrieval, content downloads, and uploads. 


[bookmark: _Toc815403546]2.1.2.3.2 Box Python SDKGen (Python) 
· A Python SDK for interacting with the Box API. 
· Used for managing file uploads, downloads, metadata handling, and folder organization in the Box storage system. 
· Assumes continued compatibility with the latest Box API endpoints and features. 
[bookmark: _Toc1184427990]2.1.2.4 Box Folder and File Permissions 
· The Box folders and files involved in the process must have appropriate permissions for the application to access, rename, and move files.
· Incorrect permissions may cause failures in upload detection, metadata application, or JSON export.
[bookmark: _Toc649717419]2.1.3 Summary 
· This section identifies key assumptions, such as reliance on specific file formats and user adherence to naming conventions, and dependencies, including integration with the Box API, and third-party PDF parsing libraries. These factors provide a framework for understanding the system's current limitations and potential areas for future adaptation. 
[bookmark: _Toc227575316]2.2 General Constraints 
The design and implementation of the Discovery OCR & Party Information Extraction Tool system are subject to constraints that directly influence the system’s architecture, performance, and functionality: 
[bookmark: _Toc531836808]2.2.1 Hardware or Software Environment: 

· System operates solely within the Box cloud environment with a lightweight Python execution. 
· No dedicated servers, relational databases, or external storage systems are used.
[bookmark: _Toc17475741]2.2.2 End-user environment: 
Box.com integration with the application is tailored for organizations that are under use of Box.com for file storage and management. Users must have access to Box.com and the appropriate permissions to upload and manage files 
[bookmark: _Toc1749645261]2.2.3 Availability/Volatility of Resources: 
The system depends on:
· Box AI Structured Extract availability
· Box Relay workflow triggers
· Stable network connectivity
[bookmark: _Toc768303285]2.2.4 Security Requirements: 
· No data leaves the Box environment
· All actions must use authenticated Box accounts
· Sensitive and or, identifiable information must remain secure during OCR, extraction, and review. 
· Metadata changes serve as an audit trail or reviewer/approver activity. 

[bookmark: _Toc570291491]2.2.5 Network Communication: 
· The software relies on stable internet connectivity to communicate with Box.com to:
· Upload PDFs
· Download, edit, and upload excel files
· Calling Box API endpoints 
[bookmark: _Toc1519218504]2.2.7 File Type Limitations: 
·  Files must be:
· PDF discovery documents
· Structured excel files
· JSON export files
[bookmark: _Toc1673285354]2.3 Goals and Guidelines 
· We used many ways of making sure that the goals, principles, and priorities were all in conjunction when working on the project: 
[bookmark: _Toc215169668]2.3.1 Streamlined Workflow: 
· Prior to this project, users were tasked with performing the following workflow: 
· Manual data entry from PDF reports into case systems
· With the development of this project, users will simply follow the new workflow: 
· Automates OCR, extraction, deduplication, routing, and export steps. Reducing the amount of manual data entry and time and ensuring consistency.

[bookmark: _Toc1806804763]2.3.2 Mandatory Delivery Deadline: 
· Built based on a rough schedule of small goals, although there are strict deadlines for some things:
· Present a working OCR and extraction system and rough draft of SDD and SRS by 12/5/2025
· Present a final version of system that complies with SBPD’s requirements along with final drafts of SDD and SRS by 05/2025
[bookmark: _Toc1667997746]2.3.3 Emphasis on Performance: 
· Target performance:
· ~25 seconds to process a report (from OCR to extraction to excel)
· Near instant metadata-triggered workflow transitions

[bookmark: _Toc394699141]2.3.4 Seamless User Experience: 
· Port the desktop application into a serverless environment in order to integrate seamlessly with the existing workflow of the Santa Barbara Public Defender’s Office. 
[bookmark: _Toc1992800296]2.3.5 Error Handling: 
· Box relay notifications for workflow errors
· Python script logging for extraction failures
· No deletion or corrupting of original files
[bookmark: _Toc998483432]2.3.6 Scalability and Flexibility: 
· Replacement of AI extraction models
· New metadata fields or schemas
· Expansion to additional document types
[bookmark: _Toc1431289490]2.4 Development Methods 
The development of the Discovery OCR & Party Information Extraction Tool followed an Agile Development approach. This method emphasizes iterative progress, adaptability, and close collaboration with stakeholders to ensure the evolving system meets user needs effectively. 
[bookmark: _Toc1982014557]2.4.1 Application of Agile Development 
[bookmark: _Toc1452249105]2.4.1.1 Iterative Development 
· The project was divided into smaller iterations (or sprints), each focusing on specific functional components such as 
· File upload detection and folder monitoring
· OCR and structured extraction processing
· Deduplication handling and metadata structuring
· Excel generation and formatting
· Box relay workflow automation and approval handling
· JSON export development and schema validation
· User interface improvements for excel review inside Box

· Each iteration included planning, development, testing, and review phases to ensure incremental progress. 
[bookmark: _Toc1615095507]2.4.1.2 Continuous Feedback 
· Stakeholders, including legal professionals who will use the system, provided feedback during development. This ensured that the application aligns with real-world workflows and user requirements. 

· Adjustments were made promptly based on this feedback, allowing for flexibility in addressing changing priorities. 
[bookmark: _Toc709345268]2.4.1.3 Focus on Working Software 
● The Agile principle of delivering working software early and frequently was followed. Functional pieces of the system were completed and tested independently before integrating them into the larger workflow. 
[bookmark: _Toc115360583]2.4.1.4 Collaboration and Communication 
● Regular meetings and updates facilitated clear communication among team members and stakeholders. This ensures alignment on goals, progress tracking, and quick resolution of issues. 
[bookmark: _Toc153612438]2.4.1.5 Adaptability 
● Agile allowed the team to respond effectively to unforeseen challenges, such as API constraints, processing limitations, or unexpected changes in user requirements. 
[bookmark: _Toc1199203172]2.4.2 Why Agile Was Chosen 
· Flexibility: Agile was selected because it allows for incremental progress and adaptation to feedback, making it ideal for a project with evolving requirements. 
· Stakeholder Involvement: The need for ongoing input from legal professionals made Agile's collaborative nature highly suitable. 
· Risk Reduction: By developing smaller, testable increments, potential issues were identified and resolved early, reducing the risk of critical failures late in the development cycle. 
· Time Constraints: With a fixed deadline, May 2026, Agile ensured continuous progress and iterative delivery of functional components. 
This approach ensured that the final system met the functional and non-functional requirements while remaining user-centric, secure, and aligned with the stakeholders' needs. 

 
[bookmark: _Toc1862299831]3. Architectural Strategies 
Due to the pre-existence of an application, it was intuitive to re-use many of the same technologies and languages that have been already implemented. Additionally, some new libraries were used to develop the cloud application: 
3.1 Languages: 
· python (3.11) 
3.2 Libraries: 
· io 
· os 
· re 
· json 
· logging 
· requests 
· datetime 
●   box-python-sdk-gen 
3.3 Services: 
· Box Custom App 
3.4 Generalized Approach: 
· The system is designed around Box-native components instead of external cloud compute.
· Extraction, OCR, review, and approval workflows are handled using Box AI, Box Metadata, and Box Relay.
· A small Python backend is used only for generating Excel files and calling Box AI Extract Structured when needed, keeping the design simple and easy to maintain.
· Each step is isolated so updates to extraction logic, review workflow, or export formatting can be made independently.

3.5 Modular Development: 
· Each functional stage (OCR → extraction → deduplication → review → export) is implemented as a separate module inside the Box environment.
· Relay automations connect these modules without requiring custom servers.
· The modular design allows the team to update individual parts—for example, switching to a newer Extract Structured model or adjusting the Excel schema—without affecting other components.
· The Python backend is also separated into small scripts so reviewers or admin staff can maintain or rerun steps easily.

3.6 Error Detection: 
· Errors are surfaced through Box metadata status tags (e.g., ocr_failed, extraction_failed, needs_review).
· Relay uses these tags to route files to the correct troubleshooting folder.
· For extraction or OCR failures, the system logs basic information in Box via metadata so reviewers understand what went wrong.
· Because all data stays inside Box, error handling remains straightforward and avoids cross-system dependencies.

3.7 Security: 
· All documents remain processed inside Box, meeting county privacy and data-handling requirements.
· Access controls, folder-permissions, and app-token-scopes ensure only authorized users interact with the files.
· Box AI performs extraction without sending data to external LLM providers.
· Metadata and workflow states stay inside Box, reducing risk and simplifying audit trails.
· Box Custom Skill API allows the use of security keys and webhooks to verify authorization before utilization 


3.8 Future Plans: 
· Expand support for multi-report batching and cross-report person linking.
· Improve accuracy as Box upgrades AI Extract Structured models.
· Add optional automatic JSON upload to eDefender once the API is available.
· Explore advanced AI tools for summarization or narrative classification within Box AI.

 
[bookmark: _Toc762845335]
4. System Architecture 
4.1 Overview: 
The system automates the extraction, structuring, deduplication, review, and export of party information from discovery files within the Box ecosystem. 
When a new report is uploaded, the system applies OCR (if needed) and applies extraction using Box AI Extract Structured API feature, consolidates duplicate individuals, and prepares the output for human validation by producing a file in a specific folder connected to a Box Apps interface. Once a reviewer verifies and approves the information – by updating the metadata associated with the file provided by Box’s user features, the system generates a finalized JSON that can be exported to eDefender. 
All processing is performed securely inside Box using Box AI Agents, Box Relay automation, metadata actions, and Python backend tools for intermediary steps. No data leaves Box at any point, fulfilling county security requirements.
[bookmark: _Toc806368208]4.2 Major Responsibilities: 
File Intake & Processing
· Accept user-uploaded discovery reports through a designated Box folder.
· Determine whether OCR is required for scanned or handwritten PDFs.
· Normalize extracted text while preserving Bates references.
AI-Assisted Data Extraction
· Extract structured report information using Box’s AI Extract Structured API.
· Identify persons, officers, officials, report details, Bates references, and narrative elements.
· Assemble extracted information into organized summary and profile groups.
Deduplication
· Detect duplicate individuals within the same report using AI analysis.
· Consolidate repeated entries into a single profile.
Human Review & Validation
· Route extracted files to reviewers using Box Relay.
· Provide a review interface for side-by-side comparison of the PDF and extracted fields.
· Allow reviewers to correct or update extracted data.
· Record reviewer approval using Box metadata.
JSON Output Generation
· Convert validated metadata into a standardized JSON format.
· Store the final JSON file for export to eDefender.
Backend Support Logic
· Execute extraction and Excel generation through Python backend tools.
· Upload structured Excel files to Box for triggering workflow steps.
· Track processed files to prevent duplicate execution.

[bookmark: _Toc1820348551]4.2.1 System Components: 
Box API Component
· Provides secure file storage, retrieval, and metadata operations.
· Manages upload, movement, and renaming of files.
· Ensures documents are placed into correct case-specific subfolders.
OCR Processing Component (Box OCR)
· Converts scanned or handwritten PDFs into machine-readable text.
· Ensures compatibility with downstream AI extraction.
· Preserves Bates numbers, headers, and document structure during conversion.
AI Extraction Component (Box AI Extract Structured)
· Extracts structured data from reports, including:
· Summary fields (ID, classification, location, timestamps, agency)
· Person, Officer, and Official profiles
· Relationships, Bates references, and narrative text
· Generates a structured Excel file to support review.
Deduplication Component
· Identifies duplicate individuals within the same report.
· Consolidates duplicate party profiles based on name similarity and AI pattern analysis.
· Flags uncertain matches for human verification.
Box Relay Automation Component
· Detects when structured extraction files are uploaded.
· Assigns reviewers to reports based on workflow rules.
· Moves documents through the review → approval → export stages.
· Reacts to metadata changes to update workflow state.
Box Apps UI Component
· Provides the reviewer interface for validating extracted data.
· Displays the PDF and structured fields side-by-side.
· Enables reviewers to correct, approve, or return extracted information.
· Writes edits directly into metadata or Excel fields.
Metadata Management Component
· Stores machine-generated and reviewer-edited fields.
· Tracks workflow state through metadata tags such as:
· review_status
· reviewer_name
· review_date
· Guides Relay in determining the next workflow action.
JSON Export Component
· Converts validated metadata into the final JSON format required by eDefender.
· Saves completed JSON files back into Box’s designated export folder.
Python Backend Component
· Handles programmatic calls to Box AI Extract Structured.
· Generates structured Excel files used by reviewers.
· Uploads intermediate files to Box for Relay continuation.
· Maintains processed file tracking to prevent duplicate work.

4.3 Data Flow Diagrams (DFD): 

Workflow diagram:[image: ]
  

Backend:
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Backend (continued):
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Architecture Diagram:
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[bookmark: _Toc1044994722]5. Policies and Tactics 
[bookmark: _Toc1617863256]5.1 Choice of which specific products used 
Box SDK Gen for Python: Used for interacting with Box API, including file retrieval, naming, tagging, metadata updates, JSON generation, and moving files to the correct folders.

Box AI Structured Extract: Used for OCR, deduplication, and extracting structured metadata fields from police reports.

Box Relay: Used for triggering events when files are uploaded, approved, rejected, or exported. Handles notifications, movement between folders, and metadata tagging.

Excel Generation: Used to create structured review sheets for human validation inside Box.

JSON Export Module: Converts validated metadata into eDefender.

[bookmark: _Toc1268662465]5.2 Plans for ensuring requirements traceability 
	Requirement 
	Implementation 

	Detect uploaded police reports
	Box file upload event triggers workflow when PDFs are added to input folder.

	Perform OCR + AI structured extraction
	Box AI Extract Structured feature identifies summary, persons, officers, and officials data.

	Provide Excel review sheet
	Python backend generates .xlsx and uploads to “Ready to Review” folder.

	Human validation via metadata tags
	Reviewers mark files “Approved” or “Rejected” to continue workflow.

	Export final JSON
	Box Relay triggers JSON creation once “Approved” metadata is set.

	Logging and tracking reviewer identity
	Box keeps version history and verifies the approving user name prior to JSON output.


 
[bookmark: _Toc1142169245]5.3 Plans for testing the software 
[bookmark: _Toc528516007]      5.3.1 AI Extraction Accuracy Test
Objective: Verify that Box AI Structured Extract identifies all required entity fields (Summary, Persons, Officers, Officials) and deduplicates results.

Method:  Upload a police report PDF, run the extraction, and compare output fields with the original document.

Expected Outcome:  All required fields are present in the Excel output with proper grouping and no duplicate entity rows.


[bookmark: _Toc272316181]   5.3.2 File Movement Test 
Objective: Ensure that renamed files are moved to the correct Box folder. 

Method: Upload a test file, run the function, and verify that the file appears in the expected folder. 

Expected Outcome: Files are moved to the correct location in Box. 

[bookmark: _Toc1317264021]  5.3.3 Box API Validation Test 
Objective: Ensure API calls for renaming and moving files execute correctly. 

Method: Simulate API requests using test credentials and verify responses. 
· Validate the primary and secondary key signatures through a webhook validation function. 
· Ensure the webhook has not expired. 

Expected Outcome: Webhook Validation Function returns true for successful operations. 

[bookmark: _Toc1783669785]  5.3.4 Error Handling Test 
Objective: Verify that the system handles common failures gracefully using logging and notification policies.

Method: Simulate the following failures:
- Missing or corrupt PDF file
- Invalid JSON schema
- Extraction timeout
- Network drop/ API rate limit
- Missing metadata template

Expected Outcome:
 - System produces log messages with timestamp and error type
- Reviewer receives automated notification for failed operation
- No original file or metadata is deleted or overwritten
 
 
[bookmark: _Toc1875286205]6. Detailed System Design 
[bookmark: _Toc1405880546]6.1 Component Interactions
The system follows a sequential, Box-native workflow:
User Upload → Box API Component
· A user uploads a discovery report to a designated Box folder.
· The Box API stores the file, applies metadata, and makes it available for processing.

Box API → OCR Processing Component
· The file is analyzed to determine if it is machine-readable.
· If handwritten or scanned, Box OCR converts it into searchable text.

OCR Output → AI Extraction Component
· Once readable, the file is passed into Box AI Extract Structured.
· The AI Agent extracts summary details, party profiles, Bates, narrative text, and relationships.

Extraction Output → Deduplication Component
· Extracted Persons are analyzed for duplicated individuals.
· Duplicate profiles are consolidated; uncertain merges are flagged.

Deduplicated Output → Python Backend Component
· Python processes the extracted output and generates a structured Excel file.
· The Excel file is uploaded back to Box to initiate human review.

Excel Upload → Box Relay Automation Component
· Relay detects the new extraction file and assigns it to a designated reviewer.

Relay Assignment → Box Apps UI Component
· Reviewer opens the report and structured Excel side-by-side.
· Reviewer edits metadata fields or adds missing values.

Reviewer Approval → Metadata Management Component
· Reviewer updates approval fields (review_status, reviewer_name, review_date).
· Relay transitions the document to the export stage.

Approved Metadata → JSON Export Component
· Validated metadata is converted into a finalized JSON.
· JSON is saved in the eDefender export folder in Box.
[bookmark: _Toc374972248]6.2 Data Flow Description
[bookmark: _Toc104419803]Below is the step-by-step path of data through the system:
Upload
· User uploads raw discovery report (PDF) into Box.

Readability Check & OCR
· OCR converts non-searchable PDFs into text.
· The text remains inside Box and is used for extraction.

Extraction
· Box AI Extract Structured generates:
· Report Summary
· Persons, Officers, Officials
· Narrative details
· Bates references
· Relationships
Post-Processing & Deduplication
· Duplicate persons are consolidated.
· All fields are normalized into structured profiles.

Excel Generation
· Python backend creates a structured Excel file from extracted data.
· File is uploaded to a review folder.

Human Review
· Reviewer edits fields directly through Box Apps UI.
· Metadata captures all changes.

Approval
· Reviewer marks the report as approved.
· Relay triggers JSON conversion.

JSON Export
· Validated metadata becomes a final JSON file.
· JSON is stored in the eDefender export folder.


[bookmark: _Toc1098283075]6.3 Detailed Component Behavior
[bookmark: _Toc641040842]6.3.1 Box API Component
· Handles file uploads, movement, and metadata tagging.
· Ensures all files remain within approved Box folders.
· Provides secure access endpoints used by backend scripts.
[bookmark: _Toc1587277319]6.3.2 OCR Processing Component
· Performs automatic OCR when PDF is unreadable.
· Maintains text, formatting, and Bates references for reliable extraction.
· Outputs normalized, machine-readable content.
[bookmark: _Toc702658297]6.3.3 AI Extraction Component
· Uses Box AI Extract Structured to extract:
· Summary fields
· Person/Officer/Official profiles
· Bates references
· Narrative snippets
· Relationships
· Produces consistent, structured data regardless of report format or handwriting.
[bookmark: _Toc372987331]6.3.4 Deduplication Component
· Compares extracted person entries using name similarity and AI heuristics.
· Consolidates duplicate profiles.
· Flags ambiguous matches for human review.
[bookmark: _Toc878498393]6.3.5 Python Backend Component
· Sends files to the Extract Structured API.
· Generates structured Excel for review.
· Uploads output into Box, triggering Relay.
· Maintains processed_ids to prevent double processing.
[bookmark: _Toc306153077]6.3.6 Box Relay Automation Component
· Listens for new files (Excel) in review folders.
· Assigns tasks to reviewers automatically.
· Changes workflow state based on metadata transitions.
[bookmark: _Toc772120273]6.3.7 Box Apps UI Component
· Displays extracted data next to original PDF.
· Allows inline corrections and field updates 
· Excel integrated into Box
· Integrates directly with metadata fields.
[bookmark: _Toc556207931]6.3.8 Metadata Management Component
· Stores all extracted fields, reviewer edits, and approval status.
· Metadata drives workflow transitions (review → approval → export).
[bookmark: _Toc1972414594]6.3.9 JSON Export Component
· Generates validated JSON based on approved metadata.
· Stores final JSON into the designated output folder.
[bookmark: _Toc939837209]6.4 Constraints and Design Considerations
· All processing must remain inside the Box environment due to strict county security policies.
· OCR and extraction quality may vary depending on report handwriting and scan quality.
· Metadata must always reflect the correct reviewer identity and approval status.
· Relay automations must be consistent to prevent file misrouting.
[bookmark: _Toc1553181300]6.5 Assumptions
· Users review files using Box Accounts with proper permissions.
· The Python backend remains functional during Fall semester as a hybrid solution.
· Box AI Extract Structured remains stable and compatible with the schema.

7. Detailed Lower Level Component Design
7.1 File Monitoring and Trigger Logic
7.1.1 Processing Narrative (PSPEC)
· The system continuously scans a Box folder for new files
· Each file is checked against previously processed records
7.1.2 Processing Steps
1. Retrieve file list from Box
2. Compare file IDs with stored records
3. Identify unprocessed files
4. Trigger processing workflow
7.2 Data Extraction Logic
7.2.1 Processing Narrative (PSPEC)
· Non-searchable PDFs are converted into readable text using OCR
· AI processes the text to identify structured party information
· Extracted data is normalized into consistent format
7.2.2 Processing Steps
· Uses AI + OCR to read discovery documents
· Extracts key data such as persons, officers, and report details
7.2.3 Interface Description
· Input: PDF file
· Output: Structure JSON data
7.2.4 Processing Detail
· Hierarchy: Standalone module
· Limitations: Accuracy depends on OCR/AI
· Performance: Depends on document size
· Constraints: Must follow defined data structure

7.3 Module: Excel Generator
7.3.1 Classification
· Type: Data Transformation Module
· Role: Converts extracted data into a readable Excel format
7.3.2 Processing Narrative (PSPEC)
· Takes structured data from AI
· Organizes it into sheets (Persons, Officers, etc.)
· Prepares it for human review
7.3.3 Interface Description
· Input: JSON data
· Output: Excel file
7.3.4 Processing Detail
· Hierarchy: Standalone module
· Limitations: Requires valid input format
· Performance: Low cost
· Constraints: Must preserve all extracted data
7.4 Processing Function: Approved Excel Handler
7.4.1 Classification
· Type: Processing Function
· Role: Converts reviewed Excel files into final structured data
7.4.2 Processing Narrative (PSPEC)
· Monitors “Approved Excels” folder
· Reads reviewed Excel files
· Converts them back into structured JSON
7.4.3 Interface Description
· Input: Excel file
· Output: JSON file
7.4.4 Processing Detail
· Hierarchy: Standalone module
· Limitations: Requires valid input format
· Performance: Low cost
· Constraints: Must preserve all extracted data
7.5 Module: File Tracking
7.5.1 Classification
· Type: Support Module
· Role: Prevents duplicate processing of files
7.5.2 Processing Narrative (PSPEC)
· Stores processed file IDs
· Checks if a file was already handled
7.5.3 Interface Description
· Input: File ID
· Output: Updated record list
7.5.4 Processing Detail
· Hierarchy: Simple storage module
· Limitations: Local storage only
· Performance: Minimal
· Constraints: Must remain consistent
7.6 Module: Box API Client
7.6.1 Classification
· Type: API Integration Module
· Role: Handles communication with Box.com
7.6.2 Processing Narrative (PSPEC)
· Connects to Box using API
· Handles file upload, download, and folder access

7.6.3 Interface Description
· Input: API token
· Output: Box client connection
7.6.4 Processing Detail
· Hierarchy: Utility module
· Limitations: Token expiration
· Performance: Network dependent
· Constraints: Must securely handle credentials
  
[bookmark: _Toc1007759945]8. User Interface 
 
8.1 Overview of User Interface 
The user interface was constructed using Box.com’s built in no-code app feature. The UI is designed to allow the legal office professionals (LOP’s) to review police reports, interact with extracted party information and submit an approved Json file for exportation. The UI uses Box’s app widgets feature for allowing the design to be seamlessly created. 
Step 1: User uploads file through “Upload a New Report” component
a. User can view their uploaded reports in the “Reports” folder 
Step 2: Excel file is generated through the backend and stored in “Parties to Review” folder 
a. The User is then notified to review this file making sure extracted information is correct
b. The donut chart highlights how many excel files need reviewing
Step 3: File is reviewed and updated with applied changes
a. The excel file is then moved into the corresponding “Export Queue” folder
Step 4: Once the file was approved, a Json file is generated from the excel into the exported folder and ready for exportation
8.2  Screen Frameworks or Images 

[image: A screenshot of a computer
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[bookmark: _Toc287465951]9. Requirements Validation and Verification 
 
	Requirement Description
	Component Module(s)
	UI Elements/ Low-Level Component
	Verification Method

	System must process upload discovery files entirely within Box.
	UI Component
	Box Apps Interface
	User Test

	System must convert non-readable PDFs into machine-readable text
	OCR Processing Component
	OCR output preview text extraction check
	OCR test with scanned PDFs verification of readable text

	System must extract structured report
	AI Extraction Component
	Extract Structured fields, Excel output
	Compare extracted fields against source PDF

	Information using Box AI Extract Structured: Summary, Persons, Officers, and Officials profiles
	AI Extraction Component
	Profile group arrays in Excel 
	Accuracy scoring

	Duplicate individuals must be consolidated into a single profile
	Deduplication Component
	Deduped rows in Excel, flagged duplicates
	Test input with known duplicates; verify consolidation

	System must generate a structured Excel file for review
	Python Backend Component
	Generated Excel file
	File inspection, schema validation

	System must route extracted reports to reviewers automatically
	Box Relay Automation Component
	Relay triggers, task assignments
	Relay workflow testing with same files

	Reviewers must be able to view the PDF and extracted fields side-by-side
	UI Component
	Box Apps Interface
	User test

	Reviewers must correct missing or incorrect fields
	Box Apps UI Component, Metadata Component
	Editable Excel cells, metadata editor
	Reviewers edit test, metadata update verification

	Reviewer Approval must be recorded for audit
	Metadata Management Component
	Metadata fields: reviewer_name, reviewer_status, date
	Inspection of metadata after approval

	System must convert approved metadata into final JSON output
	JSON Export Component
	JSON generation script, output folder
	Schema validation, content comparison with Excel

	System must remain complaint with Santa Barbar PD security requirements
	Box API Component, Python Backend Component
	App token scopes, folder permissions
	Security review, access control verification

	No data may leave the Box environment during processing
	ALL components
	Folder-level restriction, API scopes
	Code review, test API logs for external transmissions

	System must maintain processed-file tracking to avoid duplicate processing
	Python Backend Component
	Processed ids store
	Unit test with repeated uploads

	System must produce JSON compatible with eDefender
	JSON Export Component
	Final JSON file
	JSON schema validation





[bookmark: _Toc38603009]10. Installation Guides: Admin & User Guides 
Summary
This application processes discovery documents uploaded to Box and converts them into structured Excel files for review and edit. Once changes are approved, the Excel is converted intoi a JSON file for export. 
When a .pdf is uploaded to the Reports folder, the system automatically extracts data and moves files through a workflow with metadata tracking. While the data extraction and part of the workflow are automated, users must manually review the extracted Excel files, make edits, and approve. Approved files are moved to the Approved Excels folder, then transformed into JSON format and moved to the JSON folder, ready to be used by eDefender, where they can also track the export manually for clerical purpose since the folders and documents will be generally accessible to all users, at the discretion of the Administrator. The lifetime of the files are tracked through the Relay Tracking feature.



Administrators
This manual is organized in chronological order to set up the system.
You will set up:
1. Back-end environment to run the extraction scripts
2. Creating sets of folders for each user to use the Extraction Tool
a. [bookmark: _Int_20CpitHq]Each users’ “Dashboard Folder” all inside your designated “Root Folder”
b. Each (user’s) Dashboard Folder contains 4 folders inside of it.
3. Create Metadata Templates:
a. Review
b. Export
4. Create a Relay Template and duplicate + connect the relay for EACH Users’ Dashboard Folder contents.
5. Create a User Dashboard, duplicate + connect to User Dashboard Folder contents
6. Create a Central Dashboard 
IMPORTANT: Administrator MUST set up all folders, relays, metadata templates, and folders for auditing and tracking purposes which would otherwise be limited by privacy settings if created by user. 

Requirements
· Box Developer Account
· Create a Custom App application in the Box Developer Console to obtain your developer token.
· In the Configuration tab, scroll down to Application Scopes and enable Manage AI so the application can interact with the Box AI endpoints.
· Dependencies (installed automatically from requirements.txt):
· boxsdkgen – for interacting with the Box API
· openpyxl – for creating and parsing Excel files
· python-dotenv – for loading environment variables from a .env file
Installation Steps - Environment
1. Download Python (latest 3.x) if not already installed:
https://www.python.org/downloads/
2. Create a virtual environment in the project root folder:
python -m venv .venv

3. Activate the virtual environment:
Windows:
· .venv\Scripts\activate

macOS/Linux:
· source .venv/bin/activate

4. Install dependencies:
pip install -r requirements.txt


Configuration: Setting up developer token and Box Admin Root Folder
Creating a Box App to Connect Environment
Note: App configuration via Box may be subject to change, depending on deployment.
1. Navigate to Box Dev section from Box Homepage
2. Select Apps and create “New App + “ 
· Name your application
· Select Oauth 2.0 
3. Navigate under configuration tab
· Check Manage AI 
· Activate and copy developer token 
4. Save Changes on the top right 
Before we run our application,
1. We need to add our developer token to the .env file.
a. Locate and open the .env file in your project directory using a text editor of your choice.
b. Add your developer token by replacing YOUR_DEVELOPER_TOKEN with the token you obtained from the Box Developer Console:
DEVELOPER_TOKEN=YOUR_DEVELOPER_TOKEN
c. (Optional) Configure email notifications for error alerts:
APP_PASSWORD=example
SENDER_EMAIL= example@gmail.com
d. (Optional) Set how often the program checks for folder updates (in seconds):
SCAN_INTERVAL=5
(If SCAN_INTERVAL is not provided, it defaults to 30 seconds)
e. (Optional) Set the Box folder where dashboard folders will be created:
ROOT_FOLDER_ID=1337
(If ROOT_FOLDER_ID is not provided, it defaults to the Box root folder ‘0’)
2. Getting your APP_PASSWORD and SENDER_EMAIL
a. Go to https://myaccount.google.com/apppasswords. 
b. Enter a name for your app.
c. Click Create.
d. A window will appear with your App Password. Copy this value and use it as your APP_PASSWORD.
e. Your Sender Email is simply the email address used to create the app password. 

3. To connect the Admin Root Dashboards Folder ID to setup.py: 
This folder will be the main folder that stores all the Users’ Dashboard Folders.
a. Locate and open the setup.py file in your project directory using a text editor of your choice.
b. Create (refer below) or open your desired folder in Box and copy the folder ID number in the URL
i. It is a set of numbers located at the end of the URL after “/folder/” 
Box.com/folder/ [Root_Folder_ID here]
c. Replace ROOT_FOLDER_ID in setup.py with folder ID retrieved from the URL
To create a new folder in Box.com
· Navigate to Box.com and navigate 
To the main page: Box.com/folder/0
Or to your desired folder directory
· Click on top right where it says “New +” to create a new folder
· Name the new folder and leave the rest of the default settings as is and click “Create”

Configuration: Creating User Dashboard Folders
After adding your developer token to your .env file and connecting the Box Root Folder ID to setup.py, run setup.py EACH time to automatically create ONE PARENT dashboard folder for ONE User, included in this parent folder is a set of  4 folders required to use the Extraction Tool.
· their IDs will be uploaded in a separate JSON file. 
Reminder: To add another User: Re-run setup.py
1. You will be prompted to 
a. name a User Dashboard each time you run setup.py
i. You can re-run this script each time to create a new user dashboard under the same Admin Root Dashboards Folder
· Updates will appear in the newly created .json file in your IDE folder directory after setup.py is run

 box_folders.json
Edits to any existing User Dashboards can be made here or directly through Box
The script will create the following folders inside each Box User Dashboard folder:
· 1) Reports
· 2) Pending Excels
· 3) Approved Excels
· 4) Json
box_folders.json should look similar to this:
"User Dashboard 1": {
"ROOT_FOLDER_ID": "...",
"REPORTS_FOLDER_ID": "...",
"PENDING_EXCELS_FOLDER_ID": "...",
"APPROVED_EXCELS_FOLDER_ID": "...",
"JSON_FOLDER_ID": "...",
},
"User Dashboard 2": {
"ROOT_FOLDER_ID": "...",
"REPORTS_FOLDER_ID": "...",
"PENDING_EXCELS_FOLDER_ID": "...",
"APPROVED_EXCELS_FOLDER_ID": "...",
"JSON_FOLDER_ID": "...",
}

Creating Metadata for Files and Relay: Review 
We need to create metadata to track the review and export statuses of files. This helps us know which files have been reviewed, approved, and/or exported so they can be either automatically moved to Approved Excels and/or prepared/tracked for export to JSON.
· Open the Admin Console
· Click on Metadata in the sidebar.
· Go to the Metadata Templates tab.
· Click New to create a new template.
· Name the template: Review
· Add Fields to the Template
· Status
· Field Type: Dropdown
· Options: 
· Approved (Queued) 
· Review
· Field Description: “Select "Review" by default. "Approved" May only be selected by human user based on outside application data.
· Digital Signature
· Field Type: Text
· Signature Date
· Field Type: Date
· Save the Template
· Click Save to finish creating the metadata template.
Creating Metadata for Files and Relay: Export Status
· Open the Admin Console
· Click on Metadata in the sidebar.
· Go to the Metadata Templates tab.
· Click New to create a new template.
· Name the template: Export Status
· Add Fields to the Template
· Export Status
· Field Type: Dropdown
· Options: 
· Exported, 
· Waiting for Export
· Field Description: “Select "Waiting for Export" by default. "Exported" May only be selected by human user based on outside application data.
· Date Exported
· Field Type: Date
· Save the Template
· Click Save to finish creating the metadata template.

CREATE and Connect the Relay Workflow for a User’s Dashboard Folders
IMPORTANT: Admin must create a template and duplicate it into multiple relays to connect each to a different set of User Dashboard Folders for auditing purposes later
Ex: Relay_LOP1, Relay _LOP 2, Relay_LOP3, etc...
The relay workflow will automate the review process for files uploaded to the Pending Excels and JSON folder.

Creating a new Relay
Refer to the highlighted portions and connect any User’s folders to their relay as a temporary placeholder.
1. (Admin) Open the Admin Console
· Click on the “Relay” on the sidebar.
· Admin is eligible to follow this as a User – same outcome. 
(Users) Select Relay on the blue left sidebar 
a. from the main landing page in Box where you are redirected after login 
b. Assuming you’re in the Files section in Box

2. (Admin) Click “New Workflow” on the top right to create a new workflow.
(Users) “New” button on the top right, dropdown -> select Relay
· Name the workflow: “Review, Approve, Export with Notifications”
· Rename “Flow 1” to “Pending Review” by clicking on the flow in the sidebar.
3. Set the Workflow Trigger
· Set the workflow to start on a “file event.”
· Select “New Upload” as the event type.
· Choose the folder where this event occurs: Pending Excels.
4. Outcome 1: Add Metadata Action
· Next action: “Add Metadata.”
· To a “File”
· Apply the metadata to “the file that triggered the workflow.”
· Select the metadata template: Review Status.
· “Add a value” and select “Status attribute” as “Status” set it to “Ready to Review.”
1. (Optional) Outcome 2: Add a collaborator – when 2 users share a dashboard: uploader + reviewer
· Scroll to the bottom and click “+ Outcome.”
· Set the next action to “A File Action” → type: Add Collaborator.
· Share “the file that triggered the workflow”
· Then share with your desired [predesignated] reviewer Box user
· (Optional) Add the administrator
· Reminder: If it’s a one person dashboard, this portion can be skipped
2. Outcome 3: Send a Notification
· Scroll to the bottom and click “+ Outcome.”
· Set the next action to “Send a Notification” 
· Recipients: 
· Workflow Starter
· (Optional) Designated Reviewer or Admin
·  – e.g. a shared dashboard with a reviewer Box user
· Set the subject line and message:
· Subject line:
· Successful Extraction
· Message:
· A new file has been uploaded! It can be found in the Pending Excels folder.
Review, edit, and approve changes by setting the metadata tag status to "Approved" with a digital signature.
3. Add a Flow and rename: "Approved - Queued for Export”
4. Set the Workflow Trigger
· Set the Workflow Trigger to start on a “File With Metadata” → metadata template: Review Status.
· Add conditions:
· Status ‘Equal to’ Approved
· Digital Signature ‘is not blank’
· Signature Date 'greater than or equal to’ current Date
· Event folder: Pending Excels
5. Outcome 1:
· Next action: File Action → Move
· File: the file that triggered the workflow
· Destination: Approved Excels folder
6. Add a Flow and rename: JSON ready for export
· Create a new flow named Final Version in JSON.
· Start with “File Event” → New Upload in the JSON folder
7. Outcome 1:
· Action: Send a Notification
· Recipients: 
· Workflow Starter
· (Optional) Designated Reviewer or Admin
·  – e.g. a shared dashboard with a reviewer Box user
· Subject: “Excel Approved, JSON Uploaded”
· Message: “Final JSON file is now ready for export.”
8. Outcome 2:
· Next action: “Add Metadata.”
· To a “File”
· Apply the metadata to: “the file that triggered the workflow.”
· Select the metadata template: Export Status.
· “Add a value” and “select attribute” as “Export Status” and set it to “Waiting for Export.”
9. Activate the workflow
· Look at the top-right corner and click Activate to save and enable the workflow. 
REQUIRED: Publishing a Relay as a template (public to the company)
Note: This allows your relay template to be shared in the company included in Box
1. Select Relay on the blue left sidebar 
a. from the main landing page in Box where you are redirected after login, assuming you’re in the Files section in Box
2. Scroll down and find the relay listed that you would like to use
3. Hover over it, and on the right of the same row where the relay is listed in, three dots should appear
a. This is to modify settings of the Relay
4. Open the dropdown from clicking the three dots, and select “Use as Template”
5. This will redirect you a publishing-edit mode
6. Rename 
a. by hovering on the left, and add to the enc of the name:” - USER NAME”
i. Ex: Review, Approve, Export with Notifications - USER NAME
7. Scroll through your relay and wherever you find: “In what folder will this event occur?”
a. You will change the original folders selected when creating the relay earlier and click the dropdown below it to expand it
b. Select “To be completed...” (by the user) 
c. Repeat as needed
8. Select Publish on the top right
Optional: Sharing a Relay as a template (directly to another User)
1. Select Relay on the blue left sidebar 
· from the main landing page in Box where you are redirected after login, assuming you’re in the Files section in Box
2. Scroll down and find the relay listed that you would like to use
3. Hover over it, and on the right of the row the relay is listed in, three dots should appear
a. This is to modify settings of the Relay
4. Open the dropdown from clicking the three dots, and select “Transfer to a User”
5. Enter the credentials of the Box User you wish to share the template with
6. The user will find the shared template in the Relays tab (left blue sidebar), under Workflows > My Templates
Note: This will auto-create a copy of the Relay and transfer the copy to the user. 




REQUIRED: Creating Relays from a Relay Template for EACH and all Users
Note: Your relay template should now be accessible to the whole company 
1. Select Relay on the blue left sidebar 
a. from the main landing page in Box where you are redirected after login 
b. Assuming you’re in the Files section in Box
2. Under Workflows, if you are using:
a. Published: Select “My Company” (is already pre-selected)
b. (Optional) Shared: Select “My Templates”
3. Find the template and select it, and select Use Template when the dialog box appears
4. This will redirect you to edit mode to personalize your template for yourself 
a. Rename the template on the left by adding the designated User’s name at the end of the current title
i. Ex:: Review, Approve, Export with Notifications - AJ
b. Scroll through your relay and wherever you find: 
i. “In what folder will this event occur?”, click the dropdown below it to expand it
ii. It will be highlighted in purple so you won’t miss it. 
· only if its a template, not shared
iii. (Optional) Add a collaborator - Designated reviewer section: If you plan on sharing the dashboard, add the reviewers name where specified,
c. 1st and 2nd time: USER’S Pending Excels Folder
d. 3rd time: USER’S Approved Excels Folder
e. 4th time: USER’S .json Folder
5. When done, select “Activate”
6. Repeat as needed for all Users.



Running the Application
After completing all configuration steps, creating the Metadata Templates to use in the newly created Relay attached to the Users’ dashboard folders, workflow, we can run this application script to start processing files:

· python main.py

*a dashboard is not needed for the Extraction to work. The scripts, metadata/relays will function directly through the User’s Box Dashboard Folder the relay is connected to.  However, it will remove the visual/tracking aspect of the Extraction Tool.
Box Apps: Creating a Dashboard, Connecting User Dashboard Folders, Sharing/Receiving Dashboards

Create/Edit User and Admin Dashboards: Layout and Connecting Folders
IMPORTANT: Configuring buttons is only possible through dashboard edit mode 
Create in following order: 
1. User Dashboard (Template) 
· Will be duplicated & shared to all Users
2. Central Dashboard 
· Administrator only
1. USERS/ADMIN: Navigate to Apps in Box’s directory on the left and create a new dashboard
· Select “New App”
· Name it: 
· “USER Dashboard” 
· Template for Users
· “Central Dashboard”
· Admin Dashboard that includes all user dashboards and relays
· Select “Create”
ADMIN: FOR CENTRAL DASHBOARD SKIP 2-8
2. USERS: Add/Move Buttons and Charts into Preset Layout styles (photo references below)	Comment by Lias, Jennifer: Add pics of different layouts	Comment by Lias, Jennifer: or refer them to the UI section where the dashboard layout photos will be located
· Click Edit (or the pencil/edit option) so blocks can be selected and configured.
· From the options on the right, drag onto the dashboard: 
· (1) Autofiler
· (4) File or Folder
· (1) Donut Chart
· Click any block once to highlight it; the right-side panel will show that block’s settings
3. Configure Donut Chart(s)
· Chart Title:
· Review
· Set Metadata Template:
· Review 
· Select Chart Type → Donut
· USERS ONLY: INDIVIDUAL STATISTICS DISPLAY
· Configure the Chart Views
· Under Metadata Template selection, select “Configure View”
· For Review Chart: 
· Top left, select All Filters. It will display a sidebar on the right.
· In the sidebar, you will already be in the Metadata tab
· Under Status
· Leave dropdown “Match Any” as is
· Below that, type in the “Select Value(s)” box:
· Review 
· Select it when it populates
· In the sidebar, click on Properties tab
· Under Location, select the specific [User] Dashboard Folder 
· inside Admin Root Folder that contains all User Dashboards
· Click Apply on the bottom right 
· AND click the dropdown “Save” on the top right, select “Save View.”
· It is now safe to navigate back to your Dashboard by clicking the Dashboard name on the top left. 
· Don’t forget to click Save on Dashboard edit mode.
· Set Attribute to Visualize: 
· Status (Review donut)
4.  Configure Autofiler Button
· Name: Upload File
· Select AutoFiler
· Set Metadata Template → Report Summary
· Set Root Folder → Reports
· This is the first folder from the 4-folder set inside a Dashboard Folder that was created by the Administrator
· Each Dashboard Folder pertains to a different User. 
· Choose Reports folder inside the Dashboard Folder that belongs to you.
5. Configure File or Folder Button
· Name (button)
· Reports
· Link to Folder: Reports 
· Reports to Review
· Link to Folder: Pending Excels
· Export Queue
· Link to Folder: Approved Excels
· Export
· Link to Folder: Json
7. “Add Section +” at bottom
· Title
· 1. Upload
· 2. Review 
· Troubleshooting
· Description
· Move buttons and charts to desired section
8. Choose sizes of buttons/charts
· Click on button/chart 
· Right above it the size will appear, click on it
· A dropdown should appear with size options
9. Selecting most buttons will display settings on the right and at the bottom there is a style button to choose color and symbol.[image: ]
User Dashboard Layout Example




ADMIN: 	Comment by Lias, Jennifer: Add pics of different layouts	Comment by Lias, Jennifer: or refer them to the UI section where the dashboard layout photos will be located
Layout photo referenced below
1. “Add Section +” at bottom 
i. Review & Exports
ii. Dashboard Directory
b. Description (Optional)
c. Move buttons and charts to desired section
2. Add/Move Buttons and Charts into Preset Layout styles:
· (2) Donut Chart(s)
· Review
· Export Status
· (2) View(s)	Comment by Lias, Jennifer: change Review Status attribute in metadata template from ""status" to "review status"  -- because its ambiguous here and in other portions like relays
· Export Queue
· View Exports
· (n) App(s)
· Number of Users = n  
· (n) Shortcut(s)
· Will link Relays here 
3. Configure View Button
· Export Queue
· Title: Export Queue
· Metadata Template: Review
· View Exports
· Title: View Exports
· Metadata Template: Export Status
· Configure App and Shortcut Buttons
· App
· Select button to open edit menu 
· Select designated App (Dashboard) from the type dropdown
· Shortcut
· Open a new browser tab in Box.com and navigate to Relay on the Left Blue Directory
· Hover over the desired User’s Relay, where 3 dots and Tracking will appear
· Click on Tracking which you will be redirected
· Copy the URL link in this page
· Back to the in dashboard edit mode, select shortcut button to open edit menu 
· Paste the URL 
· Name the button after the User or anything in relation to that
· Match the each relay link to its respective dashboard App link (visually)
· Note: The File Tracking (Shortcut button) link will only open properly if the Admin is the OWNER/CREATOR of the linked relay.
· Configure Donut Chart Views
· Under Metadata Template selection, select “Configure View”
· Top left, select All Filters. It will display a sidebar on the right.
· In the sidebar, you will already be in the Metadata tab
· Under Status
· Leave dropdown “Match Any” as is
· Below that, type in the “Select Value(s)” box:
· Review 
· Select it when it populates
· In the sidebar, click on Properties tab
· Under Location, select the Admin Root Folder 
· This is the folder that contains all user folders
· Click Apply on the bottom right 
· AND click the dropdown “Save” on the top right, select “Save View.”
· If you run into privacy issues here and it doesn’t let you select and therefore save, then the donut chart is from a transferred dashboard
· Navigate back to the dashboard and delete the current donut chart and create a new donut chart and reconfigure the chart following the steps above.
· Chart title: Review
· Metadata Template: Review
· Chart type: Donut
· Fields to visualize: Status
· Then repeat “Configure Donut Chart Views”
· It is now safe to navigate back to your Dashboard by clicking the Dashboard name on the top left. 
· Don’t forget to click Save on Dashboard edit mode.
· 
[image: ]




IMPORTANT: A dashboard is not automatically duplicated as a relay is. Sharing a dashboard is collaborative and making changes to it will affect all users with the same dashboard. 
PLEASE MAKE SURE TO DUPLICATE THE DESIRED DASHBOARD AND SHARE THE DUPLICATE.

IF YOU AND ANOTHER USER INTEND ON SHARING THE DASHBOARD COLLABORATIVELY, (e.g. UPLOADER & REVIEWER), 
AND THEREFORE, FOLDERS, THEN DISREGARD THE DUPLICATION STEP AND SHARE BY CLICKING SHARE ON THE TOP RIGHT WHEN THE DASHBOARD IS OPEN. 
Duplicating a Dashboard: Sharing as a Template
1. From the main page, Files being the main landing page, select Apps on the left blue sidebar (under Relay)
2. Click on the desired dashboard that you would like to use as a template and share with another user
3. Click the three dots on the top right, next to the edit button. 
4. Select Duplicate and rename by adding the User’s name to the Dashboard
· e.g. AJ’s Dashboard
5. You will be redirected to the duplicate dashboard, double check that the name is the new name on the top left of the dashboard 
· If it’s not, click Apps on the left sidebar to show your dashboard collection and select the duplicate from there and you will share from there.
6. If the name is correct and you were redirected correctly, select the Share button on the top right and enter the Box User’s credentials that you would like to share it with. 
Note: The receiving user should now be able to make edits onto the duplicate without affecting the original template. 

Follow the dashboard creation guide below to properly edit and connect each User’s folders to the dashboard.

Receiving a dashboard: A shared dashboard should populate in your Apps section and you may edit as you like.



Users	Comment by Lias, Jennifer: p.38, Creating a Dashboard Manual 
1. autofiler VIEW may require an extra filter for a user vs an admin dashboard 
2. need to add guide on creating admin dashboard in Administrator section

Navigating the Workflow with a Dashboard
Now that the workflow and metadata are set up and the application scripts are running, you can start processing discovery documents. 
The flow will work both through the dashboard and directly through the Box Directory file system
1. Upload Documents
· Upload discovery documents to the Reports folder by
· Clicking on dashboard button
· Optional: Directly through the Reports folder in User’s folder directory
· The extraction process will run automatically. 
· Once completed, the resulting Excel files will appear in the Pending Excels folder.
· You will also receive an email notification regarding a successful extraction.
2. Review Excel Files
· Open each file in Pending Excels and verify that all data is correct.
· For side by side comparison: Open a new tab in browser and find the original report under 
· Reports folder in Box directory
· “View uploads” dashboard button
· Box allows you to edit Excel files directly
· changes will update in real time.
· Version history is also tracked
3. Approve Files
· When the edits are finished and data is complete and correct, update its metadata through Box metadata interface on the right when viewing the Excel sheet
· Navigate to the Review metadata template to set the Status file to Approved.
· The Relay workflow will automatically move the file to the Approved Excels folder.
4. Export to JSON
· Optional: Update the attached Export Status metadata tag to Exported when JSON is moved to outside Case Management System 
· Soley for tracking/logging purposes to confirm life of file in Box is complete
The application scripts will process the edits from Approved Excels, convert them to JSON, and move them to the JSON folder automatically.
[bookmark: _Toc246742723]11. Glossary 
Key Definitions: 
· Bates Number: Commonly used in the discovery phase of legal cases, bates numbers are a sequential identifier assigned to each page of a legal document for tracking and referencing 
· Box.com: A cloud-based file storage platform used for document organization and collaboration 
●   Metadata: Structured data that provides information about other data attached to the file. In this context, metadata can include PD Case Number and Disc Number for files that were uploaded 
· Discovery Documents: Documents that are exchanged between parties during the legal discovery process in legal cases
· OCR (Optical Character Recognition): A technology used to convert images of scanned or handwritten text into machine-readable text.
· Relay Automation: Box’s workflow automation tool (Box Relay) that triggers actions based on file events, metadata changes, or user approval. 
Acronyms and Abbreviations: 
· SRS: Software Requirements Specification 
· API: Application Programming Interface 
· PDF: Portable Document Format
· OCR: Optical Character Recognition
· UI: User Interface
· DFD: Data Flow Diagram
· JSON: JavaScript Object Notification
· SDK: Software Development Kit
· LOP: Legal Office Professional
· PD: Public Defender
· AI: Artificial Intelligence
· CMS: Case Management System


[bookmark: _Toc704128233]12. References 
https://developer.box.com/reference/
https://github.com/box/box-python-sdk
https://openpyxl.readthedocs.io/en/3.1/tutorial.html
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