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1. Introduction

1.1 Purpose
The purpose of this Software Design Document (SDD) is to describe the overall system architecture and design approach for We Go To Cal State LA, which represents a continuation of the original project from Fall 2025 to Spring 2026.

This document covers the design of the system components being implemented, including: 
· User account creation and authentication 
· Community posting and interaction features 
· Communication and engagement tools 
· Resource viewing and navigation 
· Backend services and API’s

1.2 Document Conventions
[bookmark: _heading=h.axm4v22jp6xm]
[bookmark: _heading=h.kpul8t9rbuvt]This Software Design Document (SDD) follows standardized formatting and organizational conventions to ensure clarity, consistency, and ease of use for all readers. The conventions used in this document are as follows:
[bookmark: _heading=h.6n77vxebn9al]
[bookmark: _heading=h.nm1ubojoyir3]Font and Formatting
· [bookmark: _heading=h.3a1t3zyjb1ok]Body test: Written using a standard font for readability 
· [bookmark: _heading=h.hgyp0dhcfgi0]Heading: Section and subsection titles are bold and numbered to clearly show document structure
· [bookmark: _heading=h.ka2tk2vdaa5q]Code & System References: 
· [bookmark: _heading=h.iw6otjhz9qb8]Bold Text: Used to emphasize key components, system modules, and critical concepts.
· [bookmark: _heading=h.hmarrrbt5iz2]Italics: 
[bookmark: _heading=h.wxdsfm7s5dll]
[bookmark: _heading=h.ojprnzeqtk9o]
[bookmark: _heading=h.98y261h940og]Priority Levels 
[bookmark: _heading=h.7xmh3jxf3oto]Design components follow the priority levels established in the Software Requirements Specification:
· [bookmark: _heading=h.s0kojcm1hx9d]High: Required for core system functionality 
· [bookmark: _heading=h.ulycd6xiciyp]Medium: Important but not required for initial release 
· [bookmark: _heading=h.89jrg24gloz1]Low: Enhancements or future improvements. 
[bookmark: _heading=h.8ivztu9ge2wb]
[bookmark: _heading=h.rnvpzzsy93gk]References  
· [bookmark: _heading=h.j0axj1qeeuhg]Pacific Clinics – Meeting Notes.
· [bookmark: _heading=h.kt27s5o12j1v]We Go To Cal State LA – 2024–2025 Senior Design Team Documentation (SRS & SDD). 
· [bookmark: _heading=h.57eq16un0pw4]Gallup. “The Five Essential Elements of Wellbeing.”



1.3 Intended Audience and Reading Suggestions

[bookmark: _heading=h.cu19z7vkrn1b]This Software Design Document (SDD) is intended for all individuals involved in the design, development, testing, and review of the We Go To Cal State LA app for the Fall 2025-Spring 2026 project cycle. Different readers may focus on different sections of the document depending on their role. 
[bookmark: _heading=h.pffnko68wd5v]
[bookmark: _heading=h.d6y9ma6qdvj]Intended Audience 
[bookmark: _heading=h.30eo58j24jpx]
· [bookmark: _heading=h.ohfdw68izalr]Developers
[bookmark: _heading=h.6nh9zmmzdzyu]Developers will use this document to understand the system architecture, design, data flow, and implementation approach. Key sections include: 
· [bookmark: _heading=h.byq9tqlq3g2]System Overview 
· [bookmark: _heading=h.60fccuf05hje]Architectural Design 
· [bookmark: _heading=h.cdz1mn1uqa3s]Detailed Design 
· [bookmark: _heading=h.vv8g2ik11o5t]Database Design 
· [bookmark: _heading=h.iz6qxqz08wz3]API Design 
[bookmark: _heading=h.6zqv7h8ptvyc]
· [bookmark: _heading=h.6oop2pcs4yd1]Project Managers / Team Leads
[bookmark: _heading=h.zd73n4mkwvci]Project managers and team leads will reference this document to track the system's structure, development scope, and design alignment with project objectives.
[bookmark: _heading=h.4a8do119jq2r]Recommended sections include: 
· [bookmark: _heading=h.gn148tya6oc4]Introduction
· [bookmark: _heading=h.a771udc3xbk5]System Overview 
· [bookmark: _heading=h.k9asqgpsb3vv]Design Constraints
· [bookmark: _heading=h.9l3qdk7rgoy]High-level Architecture 
[bookmark: _heading=h.6m0w3wnnn9xv]
· [bookmark: _heading=h.1bdeows77woa]Testers
[bookmark: _heading=h.g6eyctg6802c]Testers will use this document to derive test cases and validate system behavior based on design decisions.
[bookmark: _heading=h.wum40kyvfu5]Relevant sections include:
· [bookmark: _heading=h.mjzuhjkkc3py]Detailed Design 
· [bookmark: _heading=h.hl8blvfe2wsp]Performance Considerations
· [bookmark: _heading=h.tb2lrdx48tvv]Security Considerations
· [bookmark: _heading=h.boh6oy22atup]Testing & Validation
[bookmark: _heading=h.1qdgwatdeq5o]
· [bookmark: _heading=h.4yttp5bj7tzf]End-Users (Students & Family Members)
[bookmark: _heading=h.pdj3706kiyvc]This document is not written directly for end users; however, simplified materials derived from this document may be created to support training and a general understanding of the system.



1.4 System Overview

The We Go To Cal State LA system is a web and mobile application designed to support the families and support networks of Cal State LA students, not the students directly. The primary goal of the system is to help families thrive, enabling students, especially first-generation students, to achieve better academic and personal success. This design is based on the idea that when a student’s social network is healthy and informed, the student is more likely to succeed in school. 

The system serves as a centralized platform where families can access mental health and community resources, participate in positive community engagement, and promote overall well-being within their households. While the application is connected to the Cal State LA community, its main recipients and intended users are family members.

At a high level, the system allows users to create accounts, log in securely, view and share community feed, post uplifting or mindfulness content, and explore wellness activities. The platform also provides access to community programs and support services that encourage healthy and strong social connections among families.


System Design and Architecture

· Frontend (Client Side)
The frontend provides the user interface for the web and mobile platforms. It allows family users to view posts and explore available resources. The interface is designed to be responsive, accessible, and easy to use across all devices.

· Backend (Server Side)
The backend manages authentication, application logic, data processing and communication between the user interface and the databases. It enforces system rules. Utilize access control and security while providing secure APIs for the frontend.

· Database
The database stores user accounts, community posts, wellness check-in data, and resource information. It is designed to protect user privacy while ensuring reliable and efficient access to data.

Design Approach 
The system is designed to implement major features, including authentication, community posting, wellness tracking, and resource navigation. This allows for easier maintenance, updates, and future expansion.

Security Considerations
Secuirt is a core design priority for the system. Secure login methods, protected data, and restricted access to personal information are used to ensure that users' data remains private and secure.

Performance and Scalability 
The We Go To Cal State LA app is designed to continue running smoothly as more users join. The backend is built to handle growth and keep the system reliable and responsive as usage increases.

2. Design Considerations
2.1 Assumptions and Dependencies
This project is designed with several assumptions about the operating system, end-user characteristics, and functional assumptions.
Software & Hardware Dependencies
· The backend relies on Node.js (version 18+), Express 5, and a MySQL-compatible database (Our team used Local Database or TiDB Cloud)
· The frontend depends on a browser environment that supports React (Chrome, FireFox, Edge, Safari)
· This project also assumes cloud infrastructure is available for hosting for backend, frontend, and database
Operating System Assumptions:
· Developers run the system on macOS, Windows, or Linux
· Production Development is expected on a Linux-based server
End-User Characteristics:
· Users are expected to have basic computer and mobile devices that are connected to the internet
· User authenticates through email and password or Google OAuth; thus, a Google account is required for users who don’t want to register using email
Functional Assumptions
· User authentication using either email and password or Google OAuth, and all protected API requests require JWT tokens stored in the cookie
· All responses from the API endpoints are expected to return in JSON with JSend format
· User accounts, threads, and comments will apply soft-delete mechanisms
· The frontend will use the backend API according to the API contracts provided by the backends


2.2 General Constraints
Here are the global constraints that influence the final design of the project's structure.
Hardware/Software Environments Constraints:
· Node.js uses a single-threaded event loop, which means if the event loop gets blocked by a CPU-heavy operation will block the entire event loop, which causes other requests can not be processed.
· A relational database doesn’t scale well and requires defining the structure upfront, which can be time-consuming and confusing when applying big changes.
· CORS must be configured for the frontend for the API call.
End-User Environment Constraints:
· The user may access from slow networks; therefore, the response should be lightweight, but the comment tree can be large when there are thousands of comments in a single thread.
Resource Availability Constraints:
· The number of connections to the database should be chosen carefully; too many can result in idle connections, while too few can lead to inefficiency.
· The server’s CPU can affect the number of requests it can handle, but high-core CPUs are expensive.
Interoperability & Protocol Requirements:
· Must support HTTPS in production.
· Must follow the Open ID Connect protocol when using third-party authentication.
· Must configure CORS preflight correctly to balance between security and efficiency.
Data Storage/Repository Constraints:
· All data must be stored in relational form
· Apply soft-delete on users, threads, and comments

Security Constraints:
· Passwords must be hashed using bcrypt  in order to store them securely.
· JWT tokens must be validated on every produced route.
· CORS must restrict the allowed origin to the frontend server only.
Performance Constraints:
· Comment tree building must be efficient.

Verification and validation requirements (testing):
· Response from the server must use the JSend format to simplify the tests.
· Use the Zod library to validate the data and return an error response when unwanted data is received.

2.3 Goals and Guidelines
Simplicity:
· Keep the architecture simple and easy to understand
· Avoid unnecessary abstraction or complex patterns
Maintainability & Extensibility:
· Ensure the new feature can be added without too many changes to the existing code
· Separation of different layers, like route, services, repositories
Consistency:
· Using JSend for all API responses
· Apply validation using the Zod library for all request bodies
· Following RESTful web API design
· Use DTOs to control exposed response fields
Security First:
· Store the hashed password instead of the raw password
· Proper handling of access and refresh tokens
· Validating all client input
· Prevent exposure of private data using DTOs
· Enforcing CORS to control cross-origin access
2.4 Development Methods
Overall Development Approach:
· Use an Agile approach with short, iterative development cycles
· Prioritize necessary features early and improve them through incremental updates
Iterative and Incremental Development: Break the project into independent features, such as users, threads, comments, and authentication.
· Develop, test, refine, and integrate each feature separately
· Adjust design decision based on team feedback and constraints



3. Architectural Strategies
3.1 Frontend Programming Language and Runtime Environment
Strategy: The frontend is implemented using React, which runs in the browser on a JavaScript runtime.
Rationale:
· Component-based architecture: 
React’s declarative component model simplifies UI construction and reusability across different screens ( feed, thread page, profile page, etc.).
· Efficient rendering: 
React’s virtual DOM enables efficient UI updates and minimizes unnecessary DOM operations.
· Existing codebase continuity: 
Previous groups already implemented UI components, routing structure, and styling conventions in React.

3.2 Backend Programming Language and Runtime Environment
Strategy: The backend is implemented using Node.js with Express.js as the HTTP Server framework.
Rationale:
· Node.js provides a non-blocking event loop, making it well-suited for I/O heavy web applications.
· Express.js offers a minimal, simple structure for building REST APIS
· Many Rich ecosystem of libraries (Passport.js, Zod, MySQL2)
Alternatives Considered:
· Java/Spring Boot
· Python/Django

3.3 Database
Strategy: We are using MySQL-compatible TiDB Cloud and a local database with a traditional relational schema.
Rationale:
· Strong data integrity through structured relationships and constraints
· SQL schema gives a clear structure for the relationship between users, threads, and comments
· Ability to perform complex queries to analyze and combine data from different tables
Alternatives Considered:
· MongoDB(NoSQL): 
It is flexible but poor for relational queries, such as generating the comment tree
· PostgreSQL: 
Rejected mainly because the team is more familiar with MySQL

3.4 Validation Strategy
Strategy: Request body validation is performed using a library called Zod before using any service
Rationale:
· Ensure all inputs are type-safe and structurally correct.
· Prevent invalid data from reaching services and the database.
· Produce consistent, structured error messages through responses.
Alternatives Considered:
· Manual validation: error-prone and repetitive code

3.5 Authentication and Authorization Strategy
Strategy: We utilize Google OpenID Connect and traditional email and password authentication to authenticate users, and we use JWT access tokens to authorize users to view protected resources and perform specific operations. 
Rationale:
· Stateless authentication reduces server memory usage and the extra database
· Works well with future scaling
· Open ID Connect allows frictionless login for users
Alternatives Considered:
· Session-based auth - rejected because it requires session storage

3.6 Error Detection and Recovery
Strategy: A centralized error-handling middleware processes all types of errors, validation errors, repository errors, authentication errors, and custom application errors (NotFound, Unauthorized)
Rationale:
· Ensure all client-side HTTP errors are sent back to the frontend as a response.
· Avoid try-catch block.
Alternatives Considered:
· Error handling in each route: too repetitive and inconsistent

3.7 Communication Mechanisms
Strategy: We choose to apply RESTful HTTP API with a response in JSON format, and front front-end communicates via fetch()
Rationale:
· REST is widely used
· JSend format is simple and easy to understand by the frontend
Alternatives Considered:
· GraphQL - rejected due to the team not being familiar with it

3.8 Resource and Memory Management
Strategy:
· MySQL connection pooling using the mysql2 library
· Plan to limit per-page results (pagination) for threads and comments
· Ensure no heavy objects are stored in memory long-term
Rationale:
· Prevent DB from creating a connection every single time when request arrives
· Prevent unnecessary rendering and computation

3.9 Future Extensibility Strategy
Strategy:
· Adding new modules(events, messaging, bookmarks)
· Expanding OAuth providers
· Adding WebSockets for notification and live updates



4. System Architecture
[image: ][image: ]
5. Policies and Tactics
This section outlines the local-level design rules, constraints, and decision-making principles that govern implementation, testing, code structure, feature development, and maintenance within the We Go To Cal State LA application. These policies ensure consistent engineering practices, predictable behavior, extensibility, and smooth interoperability between frontend, backend, and future AWS infrastructure.
[bookmark: _heading=h.r8a4kzxl8nrn]5.1 Code Organization Policies
[bookmark: _heading=h.kdbe6gl9t0zf]5.1.1 Frontend (Expo / React Native / Web)
· Use Expo Router for file-based routing; screens must follow the /app/... directory structure.
· UI components must adhere to a design tokens system (colors, spacing, typography) to ensure consistent styling.
· The global state uses React Context and hooks; avoid prop drilling unless it's trivial.
· Cross-platform components (<View>, <Text>, <Pressable>) must remain mobile-first and use React Native Web only for adaptive rendering.
· API calls must be abstracted within client/services/ modules—screens must never call fetch directly.
· Form logic (validation, error states, loading) must be isolated into reusable hooks.

[bookmark: _heading=h.eijtpo4sujiw]5.2 Backend Code Organization Policies
[bookmark: _heading=h.n8lzupp346mo]5.2.1 Express API (current implementation)
· Routes grouped by domain (e.g., /auth, /user, /checkins).
· Business rules located in controllers/; SQL or database logic in models/.
· All responses follow JSend (success, fail, error).
· Authentication middleware must verify the JWT from the auth-token HTTP-only cookie.
· API environment variables must be sourced from server/.env (never committed).
[bookmark: _heading=h.5ada2sl75j0]5.2.2 Future AWS Serverless Migration
· Each micro-feature becomes an independent Lambda function.
· Database access must follow DynamoDB design patterns (single-table or partition-key centered).
· The API Gateway serves as a unified request entry point with consistent CORS configuration.

[bookmark: _heading=h.6oi7y7vsco3m]5.3 Security Policies
· JWT tokens must be stored in HTTP-only cookies to prevent XSS access.
· CORS must allow only explicitly defined origins (CLIENT_URL_DEV).
· Sensitive fields (passwords, identifiers) must never be logged or returned to clients.
· Authentication endpoints must rate-limit login attempts to reduce brute-force risk.
· Google OAuth credentials must never appear in client code—server only.
· User-generated content (threads, comments) must be sanitized before storage/display.

[bookmark: _heading=h.jqbsngd5hlss]5.4 Testing Policies
[bookmark: _heading=h.3tpw4nllata]5.4.1 Frontend Testing
· Component tests must mock network calls using MSW or Jest mocks.
· Navigation flows require integration tests verifying screen transitions.
· Platform-specific tests (mobile / web) must validate layout responsiveness.
[bookmark: _heading=h.vilvcwb26vh7]5.4.2 Backend Testing
· Use a temporary database or in-memory mocks for route testing.
· Authentication tests verify cookie issuance, expiration, and rejection of bad tokens.
· Every endpoint must test all three JSend states:
· success (200)
· fail (400/422)
· error (500)

[bookmark: _heading=h.3j53ymri6eq2]5.5 Error Handling Policies
· All API modules must convert thrown exceptions into structured JSend error responses.
· The client-side UI must display system-level errors via non-blocking toasts.
· The client must display validation-level errors inline beside the form fields.
· Network failures should fall back to cached/local state when possible (future integration with AsyncStorage).

[bookmark: _heading=h.vt4dnzm3qnho]5.6 Logging & Monitoring Tactics
· Backend logs are written through a centralized logger before database migration to AWS.
· With AWS CloudWatch:
· Log all authentication activity (non-sensitive).
· Flag 4xx/5xx bursts for potential abuse or outages.
· Frontend logs only non-identifiable diagnostic events (state transitions, API failures).

[bookmark: _heading=h.dxabojm03i2z]5.7 Performance & Optimization Policies
· Minimize rerenders using memoization in key components (check-ins, assessments).
· Lazy-load screens for assessments, profile, and resources to reduce initial load time.
· Backend endpoints must remain stateless to support serverless scaling.
· Cache frequently accessed data (resources, events) in-memory or use CDN/S3.

[bookmark: _heading=h.thkarmq2247c]5.8 API Communication Policies
· All client → server communication must pass through client/services/api.js.
· JWT cookie automatically included using credentials: 'include'.
· API endpoints return JSend objects for consistency and reliability.
· Versioning (/api/v1/...) will be enforced in future deployments.

[bookmark: _heading=h.qghp7xiqrrj6]5.9 Feature Rollout Tactics
To minimize breaking changes during ongoing development:
· New features ship behind feature flags (especially the AI assistant and the events system).
· Deprecated endpoints/components remain available for one release cycle before removal.
· Database schema migrations must be backwards-compatible during transition.


[bookmark: _heading=h.ix0z1w87pg8v]5.10 Maintainability Policies
· Every file must export a single default component or module to reduce ambiguity.
· Shared styles and constants should be placed in client/constants/ and not inside screens.
· Every backend route must have a matching API wrapper function in the client.
· Code comments should explain why decisions were made, not what the code does.
· Breaking API changes require updating the auto-generated API reference in the README.

[bookmark: _heading=h.ud1ws7vq43fx]5.11 Interoperability Tactics
· The system is built using standards that ensure smooth future integration:

· REST API using JSON
· Expo React Native for cross-platform mobile & web
· MySQL (planned) for scalable cloud data
· AWS Cognito for authentication

· Decoupled architecture allows:

· Frontend to function with multiple backend environments
· Backend to operate independently using serverless patterns
· Safe migration from local Express → AWS Lambda

6. Detailed System Design
This section describes the internal structure, responsibilities, and interactions of key system components. These components originate from the System Architecture section and represent the major functional modules of the We Go To Cal State LA platform.
Where appropriate, Level-2 DFDs, user-flow diagrams, and sequence diagrams are conceptually referenced.
[bookmark: _heading=h.3yodig759y71]6.1 Authentication & User Management Component
[bookmark: _heading=h.v868deck1jsa]6.1.1 Responsibilities
· Handle user registration (email/password + Google OAuth).
· Authenticate user credentials and issue JWT tokens via HTTP-only cookies.
· Validate and refresh user sessions for all protected routes.
· Manage password hashing, token expiration, cookie settings, and secure storage.
· Provide APIs for user information retrieval (/auth/profile).
· Enforce access control for protected operations (posting, commenting, check-ins).
[bookmark: _heading=h.33srv0sfidz]6.1.2 Constraints
· Authentication tokens must be HTTP-only, secure, and same-site.
· JWT must include the user ID, the issued time, and the expiration claim.
· Login attempts must be rate-limited to prevent brute-force attacks.
· Passwords must be hashed using bcrypt (or AWS Cognito in future versions).
· User state must be validated before allowing thread/activity creation.
· Constraints on timing: sessions must expire within the configured TTL.
· Preconditions: valid credentials and an active account.
· Postconditions: The client receives a session cookie and a user object.
[bookmark: _heading=h.rnl9vdfpfzic]6.1.3 Composition
Subcomponents include:
· Auth Controller → Handles API request logic (login, signup, googleAuth).
· Auth Service → Responsible for encryption, validation, and token generation.
· Auth Middleware → Intercepts protected routes to check tokens.
· Session Cookie Manager → Defines cookie attributes (expiry, security flags).
· User Model → Stores user credentials, IDs, and profile details.
[bookmark: _heading=h.ovq0rblmpha7]6.1.4 Uses / Interactions
· Uses the Database Component to store and retrieve user information.
· Interacts with Threads, Check-Ins, Assessments, and Profile components to validate user identity.
· Client interacts via services/auth.js, which wraps all auth-related fetch requests.
· OAuth integration communicates with Google's identity service.
Component is used by:
· Threads module (to identify poster identity).
· Parenting discussion module.
· All private areas of the platform.
[bookmark: _heading=h.5bgdxywtu66a]6.1.5 Resources
· Database (MySQL or DynamoDB in the future) to store user credentials.
· JWT signing key (environment variable).
· External OAuth provider (Google).
· Memory for caching login attempts/rate limiting.
Potential race conditions:
· Simultaneous session refresh requests.
· Resolved by issuing tokens based on the most recent timestamp.
· Updating the user profile while logged in.
· Managed by transaction-level locking (future DynamoDB conditional writes).
[bookmark: _heading=h.qu60xuy8d5yj]6.1.6 Interface / Exports
API Endpoints Provided:
POST /auth/signup
POST /auth/login
POST /auth/google
GET /user/me
PATCH /user/me
DELETE /user/me
GET /user/profile/:username
Middleware Exported:
requireJwtAuth.mjs
Client Functions (services/auth.js):
login(credentials)
signup(data)
getProfile()
logout()
googleSignIn()

[bookmark: _heading=h.mrt88zrcba31]6.2 Threads & Discussions Component
(This includes the main forum + parenting-specific thread system.)
[bookmark: _heading=h.bqq42mfz6i76]6.2.1 Responsibilities
· Manage user-created threads, posts, and nested replies.
· Provide filtered views (recent, popular, parenting-tagged threads).
· Allow authenticated users to create, edit, and delete posts.
· Store timestamps, user associations, and thread metadata.
· Provide safe and moderated communication between users.
[bookmark: _heading=h.s6eciunyjbfh]6.2.2 Constraints
· Posts must be sanitized to prevent XSS.
· Threads must persist author information but hide sensitive data.
· Parenting threads must be tagged and filterable.
· Pagination required for long threads (client + server).
· Constraints on input:
· Max length for title
· Max length for the body
· Preconditions:
· Authenticated user
· Postconditions:
· Thread stored and returned with metadata
[bookmark: _heading=h.fszno3qkj3kv]6.2.3 Composition
Subcomponents:
· Thread Model — stores title, author, timestamps.
· Post Model — stores message body, parent thread ID.
· Thread Controller — handles routing (create, read, update).
· Thread Service — business rules for sorting, filtering, and validating.
· Client ThreadScreens — route-based UI screens using Expo Router.
[bookmark: _heading=h.f8cpbzfz0lhz]6.2.4 Uses / Interactions
· Uses the Auth Component for verifying user identity.
· Uses Database Component for storing posts.
· Interacts with Profile Component to display author info.
Clients use this module via:
services/threads.js
screens/threads/*
screens/parenting/*
[bookmark: _heading=h.t43ifycmdrst]6.2.5 Resources
· Database tables or DynamoDB partitions for threads and comments.
· Local cache on the client for thread previews.
· Memory required to sort and filter large datasets.


Possible race conditions:
· Two users posting simultaneously → solved by database insertion order.
· Editing/deleting race → resolved by timestamp-based validation.
[bookmark: _heading=h.y3h5v6ow5nbw]6.2.6 Interface / Exports
API Endpoints:
GET /threads/me
POST /threads/me
PATCH /threads/me/:threadId
DELETE /threads/me/:threadId
GET /threads/:threadId
GET /threads/:threadId/comments
GET /threads/
GET /comments/me
POST /comments/me/thread/:threadId
POST /comments/me/thread/:threadId/comment/:parentId
PATCH /comments/me/:commentId
DELETE /comments/me/:commentId
Client Services:
getThreads()
createThread()
getThreadById()
postComment()

[bookmark: _heading=h.v3l3f1xrqfmo]6.3 Check-Ins & Daily Reflections Component
[bookmark: _heading=h.h5exxfuwrbe2]6.3.1 Responsibilities
· Allow users to submit daily mood check-ins.
· Provide a structured, multi-level response (e.g., happy, tired, stressed, etc.).
· Store timestamps and associate check-ins with profiles.
· Display mood history and trends.
· Provide data to the Wellness / Assessment module.
[bookmark: _heading=h.rl7vm6pp01l]6.3.2 Constraints
· Only one check-in is allowed per day per user.
· Check-in must include a valid mood selection.
· Must be timestamped in ISO format.
· Data must remain private to the user.
· Preconditions: authenticated.
· Postconditions: check-in saved and retrievable.
[bookmark: _heading=h.lf8phnsqjjjs]6.3.3 Composition
Subcomponents:
· CheckIn Model — stores user ID, mood, timestamp.
· CheckIn Controller — read/write/check constraints.
· CheckIn Service — validates submissions.
· Client UI — check-in screens, mood icons, and history charts.
[bookmark: _heading=h.qoc44i8ztwo4]6.3.4 Uses / Interactions
· Used by the Assessment Component (to generate recommendations).
· Uses Profile Component to attach check-ins to a specific user.
· Client interacts using services/checkin.js.
[bookmark: _heading=h.8wbwygsvuxam]6.3.5 Resources
· Database table for check-ins.
· Charting libraries (Expo + JS) for user mood history.
· Local storage caching for offline-first support (future enhancement).
Potential race conditions:
· User is submitting two check-ins in rapid succession.
· Prevented by database uniqueness constraints.
[bookmark: _heading=h.ayoda813jjjg]6.3.6 Interface / Exports
API Endpoints:
POST /checkin
GET /checkin/history
Client Services:
submitCheckIn(mood)
getCheckInHistory()

[bookmark: _heading=h.87r5ncifydmu]6.4 Assessments & Wellness Guidance Component
[bookmark: _heading=h.gyltdaxea59v]6.4.1 Responsibilities
· Provide structured assessments (life stress, school stress, family stress, etc.).
· Evaluate the user's answers and offer personalized feedback.
· Store assessment results and allow future review.
· Help guide users towards community resources.
[bookmark: _heading=h.vajnj3c2bs8]6.4.2 Constraints
· Assessment questions are static and must be versioned.
· Answers must be validated (e.g., numeric scales).
· Results must be confidential.
· Timing: assessments should be completed within the session to avoid data loss.
[bookmark: _heading=h.r2bvyxki5lid]6.4.3 Composition
Subcomponents:
· Question Bank — JSON structure defining prompts + scoring.
· Assessment Controller — receives answers and computes results.
· Assessment Service — evaluation logic.
· Assessment Screens — step-by-step UI wizard.
[bookmark: _heading=h.9tfw85yr2vgg]6.4.4 Uses / Interactions
· Uses Check-In Component for historical insights.
· Uses Profile Component to attach results to the user.
· Supplies data to Resources Component (e.g., “You may benefit from tutoring resources”).
[bookmark: _heading=h.51kbmq8sldf]6.4.5 Resources
· Local static JSON files (questions).
· Database for assessment results.
· Processing resources: lightweight, CPU-only.
Possible race conditions:
· Interruptions during assessment (app closed).
· Resolved via client-side state persistence.
[bookmark: _heading=h.mu4z04thfh28]6.4.6 Interface / Exports
API Endpoints:
POST /assessment
GET /assessment/:id
GET /assessment/history
Client Services:
submitAssessment(data)
getAssessment(id)
getAssessmentHistory()

7. Detailed Lower Level Component Design
This section describes the lower-level classes, modules, files, and other implementation artifacts that comprise the major components outlined in Section 6. For each file/class, we provide the following information: classification, processing narrative (PSPEC), interface description, processing details (including operations), class hierarchy notes, restrictions, performance considerations, and design constraints.
[bookmark: _heading=h.t4eo47u91ol]7.1 server/src/db/pool.js
[bookmark: _heading=h.ty0vfuapflbm]7.1.1 Classification
Database connection/resource manager (singleton).
[bookmark: _heading=h.9fcagjlczf0c]7.1.2 Processing Narrative (PSPEC)
Initialize and export a pooled DB connection using mysql2/promise (or an adapter for TiDB). Provide functions to query, execute, and retrieve a connection. Manage pool sizing via environment variables.
[bookmark: _heading=h.jr6zr2s2vpwy]7.1.3 Interface Description
Exports:
query(sql, params) -> Promise<[rows, fields]>
execute(sql, params) -> Promise<[result]>
getConnection() -> Promise<Connection>
close() -> Promise<void>
[bookmark: _heading=h.c97znam79btm]7.1.4 Processing Detail
· On require: read env vars, create pool with sensible defaults (min/max connections).
· query: execute read SQL; handle transient errors by retrying once for connection issues.
· execute: parameterized writes.
· getConnection: returns a connection for transactions; the caller is responsible for release.
· close: gracefully end pool (used in tests/shutdown).

[bookmark: _heading=h.3rihxcxglbb4]7.1.4.1 Design Class Hierarchy
Not OOP — singleton module. Could be wrapped later in a DatabaseInterface class.
[bookmark: _heading=h.avvn9thvug7b]
[bookmark: _heading=h.1gpn0q3k4n2k]7.1.4.2 Restrictions/Limitations
· Must avoid leaking connections — always release/return the connection.
· Pool sizing must be tuned to the server instance.

[bookmark: _heading=h.8agx2qfjarf6]7.1.4.3 Performance Issues
· A too-small pool causes queueing, while a too-large pool causes database resource exhaustion.
· Use prepared statements where possible.

[bookmark: _heading=h.xyaec3d3xbiw]7.1.4.5 Processing Detail for Each Operation
· query: get connection from pool, conn.query, return rows, release connection. Wrap SQL errors into a custom DBError.

7.2 server/src/router/authRouter.js
7.2.1 Classification

· HTTP route controller for authentication endpoints.

7.2.2 Processing Narrative (PSPEC)

· Handle POST /signup, POST /login, GET /auth/google, GET /auth/google/callback, POST /logout, manage cookies, and respond in JSend format.

7.2.3 Interface Description
Express handlers:
signup(req, res)
login(req, res)
googleAuthStart(req, res)
googleAuthCallback(req, res)
logout(req, res)

7.2.4 Processing Detail

· Validate input via Zod validators.
· Call AuthService for heavy lifting (hashing, token creation).
· On success: set auth-token HTTP-only cookie with Secure, SameSite=Lax.
· On error: respond with fail or error JSend blocks.


7.2.4.1 Design Class Hierarchy

· Controller calls AuthService and UserModel.

7.2.4.2 Restrictions/Limitations

· Must not leak stack traces in production responses.

7.2.4.3 Performance Issues

· Minimal — most cost is DB I/O and hashing.

7.2.4.5 Processing Detail for Each Operation

· signup: Zod validate body -> check unique -> bcrypt.hash -> UserModel.createUser -> AuthService.issueToken -> set cookie -> return user DTO.
· login: validate -> retrieve user -> compare password with bcrypt -> issue token.
· googleAuthCallback: exchange code with Google, find/create user, issue token.

[bookmark: _heading=h.u1sb01mmou1c]7.3 server/src/services/authService.js
[bookmark: _heading=h.t3oa68fdjsax]7.3.1 Classification
· Business logic/service layer for authentication.
[bookmark: _heading=h.w739fhp7whew]7.3.2 Processing Narrative (PSPEC)
· Generate and verify JWT tokens, hash/compare passwords, create session tokens, manage refresh tokens (if implemented), and orchestrate OAuth flows.
[bookmark: _heading=h.ao5fsrgpzur2]7.3.3 Interface Description
validateCredentials(email, password) -> Promise<User|null>
hashPassword(password) -> Promise<string>
comparePassword(plain, hash) -> Promise<boolean>
issueToken(user) -> { token, expiresAt }
verifyToken(token) -> { valid, payload }

[bookmark: _heading=h.8tifv6875zsg]7.3.4 Processing Detail
· issueToken: create JWT with userId, iat, exp. Choose short-lived access tokens, optional refresh token logic.
· verifyToken: perform signature verification and expiration check.
[bookmark: _heading=h.huaj3dub5mcp]7.3.4.1 Design Class Hierarchy
· Service used by controllers and middleware.
[bookmark: _heading=h.p0p878pvl8lk]7.3.4.2 Restrictions/Limitations
· Token secret read from process.env.JWT_SECRET. Rotate secrets carefully.

[bookmark: _heading=h.rxknhsc48ygl]7.3.4.3 Performance Issues
· JWT operations are CPU-light; bcrypt comparisons are heavier — use cost factor balance (e.g., 10–12).

[bookmark: _heading=h.qlwz8r1233mi]7.4 server/src/router/threadRouter.js
[bookmark: _heading=h.yjs9kb6spa5j]7.4.1 Classification
· HTTP route controller for threads and comments.
[bookmark: _heading=h.y68y6tb1sc1b]7.4.2 Processing Narrative (PSPEC)
· Serve thread listing, create thread, get thread by id (with comment tree), create comments, edit/delete (soft-delete) operations.
[bookmark: _heading=h.fxrlcx9tabz1]7.4.3 Interface Description
Handlers:
getThreads(req,res)
createThread(req,res)
getThreadById(req,res)
postComment(req,res)
updateThread(req,res)
deleteThread(req,res)
[bookmark: _heading=h.7aibe24rswcc]7.4.4 Processing Detail
· getThreadById: must build hierarchical comment tree efficiently (single query to retrieve comments, then assemble tree in-memory).

[bookmark: _heading=h.dl6eztd8u5vk]7.4.4.1 Performance Issues
· Building comment tree for large threads — use pagination for top-level comments and lazy-load nested replies.

[bookmark: _heading=h.lvhxzf5ou5s]7.5 server/src/errors/AppError.js
[bookmark: _heading=h.xosp50y7xumr]7.5.1 Classification
· Custom error class hierarchy.
[bookmark: _heading=h.838wess46xch]7.5.2 Processing Narrative (PSPEC)
· Encapsulate error type, status code, message, and optional payload to unify error handling.
[bookmark: _heading=h.f4zl4nj26y64]7.5.3 Interface Description
class AppError extends Error { constructor(message, statusCode, code) }
class NotFoundError extends AppError {}
class UnauthorizedError extends AppError {}
class ValidationError extends AppError {}
[bookmark: _heading=h.t0l4wvdk7dke]7.5.4 Processing Detail
· Error-handling middleware maps AppError to JSend fail/error.

[bookmark: _heading=h.9dxvwnd4gjy6]7.6 client/src/services/api.js (Frontend base API wrapper)
[bookmark: _heading=h.v45bdjf26buv]7.6.1 Classification
· Client-side HTTP abstraction (single file wrapper around fetch/axios).
[bookmark: _heading=h.1efcmkf3mnve]7.6.2 Processing Narrative (PSPEC)
· Centralize base URL, default headers, credentials handling (credentials: 'include'), response parsing (JSend), retry logic for transient errors, and error normalization.
[bookmark: _heading=h.8t4ub7d0zplq]7.6.3 Interface Description
Exports:
get(path, opts)
post(path, body, opts)
patch(path, body, opts)
del(path, opts)
setBaseUrl(url)
[bookmark: _heading=h.nbauowmbb9xj]7.6.4 Processing Detail
· Automatically attach CLIENT_URL/ENV header if needed for dev.
· Parse JSend: on success return payload; on fail throw ValidationError; on error throw AppError.
[bookmark: _heading=h.ewo7ybxj9lb7]7.6.4.3 Performance Issues
· Throttle identical requests; use debounce for typing-based requests.

[bookmark: _heading=h.145kzj42kaq5]7.7 client/src/services/auth.js
[bookmark: _heading=h.k6ph9qneqsmu]7.7.1 Classification
· Client auth service that wraps auth-related API calls.
[bookmark: _heading=h.og38o3e86nu8]7.7.2 Processing Narrative (PSPEC)
· Provide functions for login, signup, logout, Google redirect handling, and getCurrentUser, which hydrates app state by calling /user/me.
[bookmark: _heading=h.xi71u5hoynju]7.7.3 Interface Description
login(email, password)
signup(payload)
logout()
getCurrentUser()
redirectToGoogle()
[bookmark: _heading=h.yx0qxruyj0gc]7.7.4 Processing Detail
· login uses api.post('/login'); on success dispatch to global auth context.
· getCurrentUser is used at app startup to check the session (handles 401 gracefully).
[bookmark: _heading=h.8stfy3jkwkqv]7.7.4.5 Processing Detail For Each Operation
· login: show loading state, call API, if success → update AuthContext and navigate to home, else display inline errors.

[bookmark: _heading=h.mup9j6kzk8pb]7.8 client/src/hooks/useAuth.js
[bookmark: _heading=h.1vv95g3tn0en]7.8.1 Classification
· Custom hook/state manager.
[bookmark: _heading=h.ykvzr9tzjqt2]7.8.2 Processing Narrative (PSPEC)
· Provide authenticated user state, login/logout helpers, and auto-refresh/hydration at app start.
[bookmark: _heading=h.pmdewjw5n93d]7.8.3 Interface Description
const { user, setUser, isLoading, login, logout, refresh } = useAuth()
[bookmark: _heading=h.ef1gcyscpuro]7.8.4 Processing Detail
· On mount: call auth.getCurrentUser().
· Provides context provider AuthProvider.
[bookmark: _heading=h.6cfk6c6gy4ne]7.8.4.2 Restrictions/Limitations
· Hooks must be used inside AuthProvider.

[bookmark: _heading=h.zcm98idovt8c]7.9 client/src/config/env.ts
[bookmark: _heading=h.hq40jtoskb36]7.9.1 Classification
· Configuration constants/environment mapping.
[bookmark: _heading=h.hiz1jtkmptcn]7.9.2 Processing Narrative (PSPEC)
· Central single source of environment-specific variables (API base, OAuth redirect) used across the client.
[bookmark: _heading=h.h4bem35nbtxm]7.9.3 Interface Description
Exports:
API_BASE_URL
GOOGLE_OAUTH_URL
ENV
[bookmark: _heading=h.dmp4ij83zdoe]7.9.4 Processing Detail
· Loaded at build time and used by api.js.

[bookmark: _heading=h.i3xnzx8kkbdb]7.10 server/src/services/email.service.js (optional but recommended)
[bookmark: _heading=h.uji0cpf0elfm]7.10.1 Classification
· External integration for email (password reset, verification).
[bookmark: _heading=h.lb6i2r1w16d1]7.10.2 Processing Narrative (PSPEC)
· Send templated emails via provider (SES / SendGrid). Queue emails asynchronously to avoid request blocking.
[bookmark: _heading=h.ducau5tvsenq]7.10.3 Interface Description
sendPasswordReset(email, token)
sendVerification(email, token)
[bookmark: _heading=h.vvbbsrw5qtzu]7.10.4 Processing Detail
· Compose the template, push it to the queue (Redis/SQS), or send it directly.
· Use exponential backoff on transient failures.

[bookmark: _heading=h.z0m36tpvoqs]7.10.4.3 Performance Issues
· Sending emails synchronously would increase latency; always async.



8. Database Design

The project database was implemented using MySQL. The following tables are used to store any data necessary for the function of the project.

Users table

field	type	purpose
user_id	Unsigned int, primary key	User identification
password_hash	String	User authentication
email	String, unique	User authentication
username	String, unique	Name to be displayed for the current user
display_name	String	Name to be displayed for other users
created_at	Timestamp	Date of account creation
updated_at	Timestamp	Date of last update
google_id	String	For Google authentication
deleted_at	Timestamp	Defined when a user deletes their account


Threads table

field	type	purpose
thread_id	Unsigned int, primary key	Identifying and retrieving threads
user_id	Unsigned int, foreign key	Identifies the author of the thread	References user_id field in Users table
title	String	Displayed content
content	String	Displayed content
created_at	Timestamp	Date of thread publication
updated_at	Timestamp	Date of last update
deleted_at	Timestamp	Defined when the author deletes the current thread


Comments table

field	type 	purpose
comment_id	Unsigned int, primary key	Identifying and retrieving comments
parent_id	Unsigned int, foreign key	Identifies the comment (if any) that the current comment is replying to	References comment_id
user_id	Unsigned int, foreign key	Identifies the author of the comment	References user_id from Users table
thread_id	Unsigned int, foreign key	Identifies the thread that the current comment is replying to	References thread_id from Threads table
content	String	Displayed content
created_at	Timestamp	Date of comment publication
updated_at	Timestamp	Date of last update
deleted_at	Timestamp	Defined when the author deletes the current comment




9. User Interface

9.1  Overview of User Interface

Describe the functionality of the system from the user’s perspective. Explain how the user 
will be  able to use  your system to complete all the  expected  features and the  feedback 
Information that will be displayed for the user. This is an overview of the UI and its use. The user manual will contain extensive details about the actual use of the software.

9.2  Screen Frameworks or Images

These can be mockups or actual screenshots of the various UI screens and popups.


9.3  User Interface Flow Model

A discussion of screen objects and actions associated with those objects. This should include a flow diagram of the navigation between different pages.


10. Requirements Validation and Verification

	Req ID
	Requirement Description
	Component Modules
	UI / Low-Level Components
	Validation & Verification Method

	FR-1
	System shall allow users to register using email/password.
	AuthController, UserService, UserRepository
	Registration Form, Input Validation
	Functional test: submit valid/invalid registration data; verify account creation in DB.

	FR-2
	System shall allow users to log in using email/password.
	AuthController, AuthService
	Login Screen, JWT Cookie Handler
	Test login with valid/invalid credentials; inspect JWT cookie; verify session persistence.

	FR-3
	System shall allow sign-in via Google OAuth.
	AuthController, OAuthService
	Google Sign-In Button
	Mock Google OAuth; verify token exchange and account creation/linking.

	FR-4
	System shall allow users to create threads.
	ThreadController, ThreadService, ThreadRepository
	Thread Creation UI
	Create thread through UI; verify DB entry, timestamp, and retrieval.

	FR-5
	System shall allow users to comment on threads.
	CommentController, CommentService, CommentRepository
	Comment Input Box
	Add comment; verify nesting structure and correct thread association.

	FR-6
	System shall return threads with pagination.
	ThreadController, PaginationService
	Thread List UI
	API test: request pages 1..N; verify limits, offsets, and performance.

	FR-7
	System shall sanitize user-generated content.
	SanitizationMiddleware
	Text Input Fields
	Inject HTML/JS; verify that sanitized output prevents XSS.

	FR-8
	System shall allow users to submit wellness check-ins.
	CheckInController, CheckInService, CheckInRepository
	Check-In Form
	Submit valid/invalid check-ins; verify DB entry and retrieval.

	FR-9
	System shall provide user profiles.
	UserController, UserService
	Profile Page
	View profile; verify displayed fields match stored user data and privacy rules.

	FR-10
	System shall support soft-delete for threads and comments.
	ThreadService, CommentService
	Moderation UI (optional)
	Delete content via UI; verify “deleted” flag set without DB removal.

	NFR-1
	API shall respond within 500 ms under normal load.
	All Backend Modules
	—
	Load testing via JMeter/K6; measure average response times.

	NFR-2
	System shall use secure password hashing.
	AuthService, bcrypt
	—
	Inspect code; verify bcrypt usage; ensure hashing during signup/login.

	NFR-3
	System shall prevent unauthorized data access.
	AuthMiddleware, RBAC
	Protected UI screens
	Attempt unauthorized API calls; ensure 401/403 responses.

	NFR-4
	System shall maintain availability with minimal downtime.
	Backend Server, DB Cluster
	—
	System uptime monitoring; failover tests if available.

	NFR-5
	System shall store authentication tokens in HTTP-only cookies.
	AuthController
	Browser Cookie Handler
	Inspect cookies; verify HttpOnly, Secure, and SameSite attributes.

	NFR-6
	Database must ensure referential integrity.
	MySQL/TiDB Schema, Foreign Keys
	—
	Database migration tests; insert invalid foreign key data; ensure constraints block it.






11.  Glossary
API – Application Programming Interface; allows communication between software components.
Authentication – Verifies a user’s identity using credentials such as email/password or Google OAuth.
Authorization – Determines what actions an authenticated user is allowed to perform.
Backend – Server-side logic responsible for processing requests, authentication, and database operations.
bcrypt – Secure hashing algorithm used for protecting stored passwords.
Check-In – A wellness entry submitted by a user to track personal well-being.
Client / Frontend – User-facing application (mobile or web) that interacts with the backend through API calls.
Comment Tree – Hierarchical structure representing nested comments under a thread.
CORS – Cross-Origin Resource Sharing; controls which domains can access backend resources.
DTO – Data Transfer Object; exposes safe, structured data to the client while hiding sensitive fields.
Express.js – Node.js framework used to build REST API endpoints.
HTTP-only Cookie – A secure cookie inaccessible to JavaScript, used to store authentication tokens.
JSend – A standardized JSON response structure for consistent API replies.
JWT – JSON Web Token; used to authenticate users and protect routes.
MySQL / TiDB – Relational database systems that store users, threads, comments, and wellness data.
OAuth – Authorization protocol enabling sign-in through third-party services such as Google.
OpenID Connect – Identity layer on top of OAuth used for user authentication.
Pagination – Process of splitting large datasets into smaller chunks for efficient loading.
Rate Limiting – Restricts the number of requests a user or IP can send within a time period.
REST API – Representational State Transfer; uses HTTP methods to access and manipulate resources.
Sanitization – Removes or escapes malicious input to prevent security attacks like XSS.
Session – Temporary authenticated state maintained using JWT cookies.
Soft Delete – Marks a record as deleted without removing it from the database.
Thread – A user-created discussion post that may contain comments and replies.
User Profile – Public-facing information about a user, such as username or avatar.



12. References
· We Go To Cal State LA – Software Requirements Specification (SRS)
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