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Introduction 
This Software Requirements Specification (SRS) document outlines the functional and nonfunctional requirements for an automated police-report processing system built on the Box ecosystem. The system integrates Box’s metadata templates, automated workflows, and API capabilities with an external Python extraction service and downstream delivery to eDefender. The solution enables automated metadata extraction, human validation, controlled approval, and structured JSON delivery for legal case intake.

Purpose 
The purpose of this document is to define the complete set of software requirements for the police-report automation workflow. This includes the upload detection service, AI-driven metadata extraction, Excel generation, reviewer validation process, approval-triggered workflow automation using Box Relay, and final JSON transmission to eDefender. The document serves as a clear reference for development, testing, deployment, and future enhancements of the system.

Intended Audience and Reading Suggestions 
This Software Requirements Specification (SRS) document is intended for the following audiences: 
Developers: 
   	Responsible for building, maintaining, and improving the system components, including:
· Python extraction script (folder monitoring, metadata extraction, Excel generation)
· API integrations using the Box API
· JSON transformation and delivery components
Developers should focus on the Functional Requirements and System Architecture sections.

Project Manager: 
 	Oversees project planning, status tracking, timelines, and coordination between teams.
The Project Manager should focus on the overall workflow description, assumptions, dependencies, and constraints.

Testers: 



Responsible for validating system behavior, data accuracy, and workflow triggers.
Testers should pay close attention to the Functional Requirements, Use Cases, and Acceptance Criteria.
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Santa Barbara Public Defender's Office Stakeholders: 
The primary users of the system. They should focus on Section 2: Overall Description, particularly the product functions, user classes, and characteristics. This section provides an overview of the software's purpose and how it fits into the Public Defender's workflow. 


Documentation Writers: 
Responsible for producing user manuals and other documentation. They should read Sections 1 (Introduction) and 2 (Overall Description), especially the product scope and functions, to create accurate and user-friendly documents. 


Suggested Reading Sequence: 
Developers: 

Project Managers: 
Should start with Section 1: Introduction to understand the context and purpose of the document, followed by Section 2: Overall Description for an overview of the system, and then review the non-functional requirements in Section 5. 

Testers: 
Should focus on Section 4: Requirements Specification, particularly 4.1 Functional Requirements for test case creation, and review Section 5 for performance and security considerations. 

Santa Barbara Public Defender's Office stakeholders: 
Should read Section 2: Overall 
Description, with a focus on the system's goals and functions, to ensure the software meets their needs and integrates well into their workflow. 


Documentation Writers: 
Should read Section 1: Introduction to understand the software’s context and Section 2: Overall Description to ensure their user documentation aligns with the intended functionality and design. 

This SRS is organized as follows: 
Introduction – Overview of the system, its purpose, and goals. 

Overall Description – Detailed product scope, system analysis, and user perspectives. 

External Interface Requirements – Specifications for interacting with hardware, software, and communications. 

Requirements Specification – Functional and interface requirements in detail. 

Other Nonfunctional Requirements – Performance, safety, and security considerations. 

Legal and Ethical Considerations – Relevant compliance and legal aspects. 

Appendices – Glossary, analysis models, and any TBD items. 
Product Scope 
Overview of the Product: 
The system automates the end-to-end intake and processing of police reports within the Box environment. The product detects new police-report uploads, extracts structured metadata through an AI-driven Python service, generates an Excel file for reviewer validation, and uses Box Relay to convert approved data into JSON. The final validated JSON is transmitted to eDefender for case intake and downstream processing. The system centralizes the entire workflow in Box, eliminating manual data entry and reducing the time needed to prepare case materials.

Future Features 
Automated error detection and confidence scoring on extracted fields
Support for additional document types (e.g., declarations, evidence logs)
Automatic versioning and change tracking of extracted data
Reviewer dashboard with metrics (processing time, approval rates, error rates)

Target Users and Stakeholders: 
Primary Stakeholders: The Santa Barbara Public Defender’s Office, including legal staff and administrative users 
Secondary Stakeholders: IT staff managing Box.com 

Benefits: 
Efficiency: Automates the police-report intake workflow, reducing manual data entry, file handling, and cross-referencing. Staff can review extracted fields directly in an Excel file without recreating information, decreasing processing time per report by approximately 60–80%.

Accuracy: AI-driven extraction minimizes transcription errors and ensures that structured fields remain consistent across all reports. Reviewers validate information side-by-side with the original file, improving overall data quality and reducing downstream corrections.

Scalability: The workflow is designed to handle increasing volumes of police reports without changes to folder architecture or staffing. Additional report types, new metadata templates, or parallel processing can be added without reengineering the system.

Integration: Seamless integration of Box.com allows for staff to continue their operations with Box without having to transfer to a different system 

Limitation and Exclusions: 
Reviewers must still validate extracted information; the system does not operate fully autonomously due to legal and compliance requirements.

The system does not provide analytics dashboards or long-term archival management unless added as a future enhancement.

 
Definitions, Acronyms, and Abbreviations 
Key Definitions: 
Acronyms and Abbreviations: 
SRS: Software Requirements Specification 
API: Application Programming Interface 
PDF: Portable Document Format 
SDD: System Design Document  

References 
        Box Developer Docs
        Python SDK Gen GitHub
        openpyxl docs
        Internal project specifications
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Overall Description 
System Analysis 
Problem Definition: 
The Santa Barbara Public Defender’s Office receives large volumes of discovery documents, often containing long police reports and many pages of unstructured party information.
Currently, staff members must manually review these documents, search for relevant party information, and enter it into internal systems. This process is slow, repetitive, and prone to errors, especially when incoming reports are inconsistent or use different formats.
Additionally, the office stores all discovery files on Box.com as their primary platform. However, the current Box setup does not include any built-in OCR, structured data extraction, or review workflows tailored for party information. As a result, staff often need to switch between multiple tools to find and enter required information, which slows down the overall processing workflow.
This project aims to reduce manual effort and improve accuracy by automating OCR extraction, generating structured data, and simplifying the review and approval steps inside Box.

Project Goals: 
The goals of this project are:
· Automate extraction of party information from uploaded reports through OCR and AI processing.
· Provide a simple review workflow inside Box where users can check extracted information, approve or reject, and proceed with export.
· Generate structured Excel and JSON outputs that can be used for the office’s internal systems.
· Reduce manual data entry time and improve accuracy by handling repeated tasks automatically.
· Ensure compatibility with the existing Box environment, so staff do not need to change platforms or workflows.
· Prepare the system for future expansion, allowing more automation as Box releases new API features.

Technical Hurdles and Challenges: 
 While developing the system, several technical challenges were identified:
1. Inconsistent report formats
a. OCR accuracy depends heavily on layout consistency.
b. Missing fields, unclear scans, and non-standard police report formats slow down extraction and require more reviewer attention.
2. Limited automation inside Box
a. Box’s no-code UI tools are convenient but limited.
b. Some automation steps require workarounds because Box does not yet support certain metadata triggers or batch operations.
3. Balancing automation with security requirements
a. The Public Defender’s Office handles sensitive discovery data.
b. All processing must follow strict privacy rules, which limits how files can be moved, stored, or processed.
4. Dependence on future Box ecosystem updates
a. Some features needed for full automation (e.g., deeper workflow automation, more metadata search options) may only become available as Box releases new capabilities.
b. The system is designed to expand when Box updates their platform.

 
Product Perspective 

Relationship to our Products: 
The Discovery OCR and Party Information Extraction system is an extension of the Santa Barbara Public Defender’s existing use of Box.com for managing discovery documents.
 It does not replace current case management systems (such as eDefender). Instead, it:
· Uses Box as the central place to store and organize discovery PDFs.
· Adds an automated pipeline that converts unstructured police reports into structured party information.
· Produces Excel and JSON outputs that can be used by staff in their normal workflow and are ready for later import into external systems (e.g., eDefender) in a separate process outside the scope of this version.
This project builds on the previous year’s work that moved Bates naming and file organization into the cloud and continues the move toward Box-based automation for discovery review.

Interfaces with Other Systems: 
· Box API
· Input: Detects when a user uploads a PDF into the designated Box folder. Retrieves the file and metadata for processing.
· Output: Uploads the generated Excel and JSON files back into their corresponding Box folders. Updates metadata tags (e.g., Ready to Review, Approved, Rejected).
· Python Processing Script
· Reads the PDF from Box, performs OCR/text extraction through Box AI Extract or similar Box AI features.
· Generates structured Excel and JSON files.
· Handles basic logging and error reporting (e.g., extraction failure, missing fields).
· Box Metadata & Workflow Tags
· Used to track file status (Ready → Approved → Exported).
· Enables Box Relay/no-code workflow steps such as moving files or notifying staff.
· Email / Box Notifications
· Sends simple notifications through Box when files are ready for review or when extraction fails.
· No external email service is used; notifications stay within Box’s ecosystem.

Diagram:  
 [image: ]
Product Functions 
Major Functions: 
The main functions of the system are:
1. Document Ingestion
a. Accept discovery reports as PDF files uploaded to Box.
b. Tag uploads with basic metadata (e.g., case number, discovery number).
2. OCR and Text Pre-Processing
a. Check if the uploaded PDF is machine-readable.
b. If needed, use Box AI Extract’s built-in OCR capability to process scanned pages and return extracted text.
c. Normalize and clean text while preserving Bates references and headers.
3. Information Extraction
a. Use Box AI Extract (or similar Box AI features) to identify parties, officers, officials, and related attributes (name, role, DOB, Bates numbers, narrative snippets, etc.).
b. Attempt to reduce duplicates produced by extraction
4. Excel Review Sheet Generation
a. Create a structured Excel document that contains all extracted fields.
b. Store the Excel file in a designated “Ready to Review” folder in Box.
5. Human Review and Validation Support
a. Allow reviewers to open the Excel file, compare it with the original PDF, correct mistakes, and fill in missing values.
b. Use metadata tags (e.g., “Ready to Review”, “Approved”, “Rejected”) to track review status.
6. JSON Export
a. When an Excel file is marked as “Approved”, convert the reviewed data into a JSON file.
b. Store the JSON output in an export folder so it can be consumed by other systems or processes.
7. Logging and Basic Error Handling
a. Log processing steps (e.g., file processed, extraction completed, export generated).
b. Record basic error information when extraction fails or input is invalid, so staff can review and re-run if needed.

User Classes and Characteristics 

Primary user class: 
· Role: Legal staff and support staff who handle discovery for the Santa Barbara Public Defender’s Office.
· Main goals:
· Upload discovery PDFs to Box.
· Review and correct extracted party information in Excel.
· Approve reviewed files so that the system can generate a JSON export.
· Technical characteristics:
· Comfortable using Box web interface and basic Excel operations.
· No programming background assumed.
· Need a clear, simple workflow with minimal steps.
Secondary user class: 
· Role: Technical staff who configure and maintain the Box environment and processing scripts.
· Main goals:
· Set up Box folders, metadata templates, and Box apps/Relay workflows.
· Manage access control and security settings in Box.
· Technical characteristics:
· Familiar with Box admin console, API keys, and environment configuration.
· Able to troubleshoot failed runs using logs and error messages.
Operating Environment 
2.5.1 Hardware Platform: 
· Standard workstation or server capable of running the Python extraction service
· No specialized hardware required
· Cloud-hosted infrastructure may be used for continuous operation
2.5.2 Operating System: 
· Mac, Linux, and Windows all supported
2.5.3 Software Components: 
Box.com 
Box API: For file retrieval, metadata management, and folder Organization
Box Event Triggers: For initiating processing workflows based on file uploads	
 Programming Languages and Frameworks: 
○ Python 3.11: For developing the processing code 

 Third-Party Libraries: 
· box-sdk-gen: Box Python SDK for interacting with the Box API (file retrieval, uploads, metadata, and folder operations).
· openpyxl: Library for generating and editing Excel (.xlsx) files used in the review workflow.
· python-dotenv: Loads configuration and secrets (developer token, folder IDs) from a .env file.
· requests / requests-toolbelt: HTTP client libraries used for API communication with Box services.

2.5.4 Network Requirements: 
Internet Connectivity: 
· Stable broadband connection required for interacting with Box’s cloud services
· Minimum recommended bandwidth: 5–10 Mbps for consistent file upload/download operations

Secure API key management:
· All API keys must be stored using encrypted environment variables or secure secrets-management tools
· Keys must never be hard-coded into source files
· Access to keys should follow least-privilege principles
 
Design and Implementation Constraints 
Regulatory Policies 
· Constraint: The system must comply with data privacy regulations such as GDPR, HIPAA, CJIS, or local data protection laws, depending on the data stored and processed in the PDFs. 

· Impact on Development: Developers must ensure that all data handling (e.g., storing and processing Bates numbers or PDFs) adheres to relevant regulations. Sensitive data must be encrypted and handled in compliance with data privacy laws. 

· Considerations: 
· Encryption at rest and in transit must be enforced for all data.
· Audit logs in Box and downstream systems must remain intact and accessible for compliance reviews.
· Only authorized legal and IT personnel may access extracted metadata or processed reports.
· Any AI components must avoid storing or retaining training data derived from uploaded reports


Hardware Limitations 
· Constraint:
The Python extraction service and file-processing components depend on the performance capabilities of the host machine or cloud environment. Limited CPU, memory, or disk space may affect extraction speed, accuracy, or throughput.

· Impact on Development:
Developers must design the system to operate efficiently on moderate hardware. File downloads, model inference, Excel generation, and JSON creation must be optimized to prevent timeouts or resource exhaustion. Logging and temporary file storage must be managed to avoid disk overuse. 

 
Assumptions and Dependencies 
The following assumptions and dependencies have been identified for this project: 
Assumptions: 
· Users will continue to rely on Box.com as the primary document management and storage environment.
· All stakeholders (legal staff, administrators, and IT personnel) will maintain appropriate access permissions to designated folders, metadata templates, and files.
· Uploaded police reports will follow a consistent or reasonably structured format suitable for AI-based metadata extraction.
· Reviewers will validate extracted metadata in a timely manner to prevent workflow bottlenecks.
· Network connectivity will remain stable enough to support continuous communication with the Box API for file retrieval, metadata updates, and workflow triggers.
· The external Python extraction service will run uninterrupted on a stable compute environment with proper resource allocation.
· Metadata templates in Box will remain properly configured and will not be manually altered in a way that disrupts workflow automation.


Dependencies: 
· The system is dependent on the availability and functionality of Box.com as the primary cloud storage service. If Box.com becomes unavailable or users switch to a new cloud service the application will need to be modified. 

· Any Box.com API features and AWS Lambda integrations utilized by the system must remain supported and unchanged. Updates or deprecations to these APIs could necessitate adjustments to the implementation. 
This section will be updated as necessary if any of the above factors are modified or if new dependencies emerge during the course of development 
 
 
Apportioning of Requirements 
Requirements: 
1. Email Notifications via Box for processing errors: 
· Description: The system will be able to send automatic emails via Box if files cannot be parsed successfully in Version 1.0.0. This feature is intended to notify the user of any error during processing 
· Reason For Delay: Requires integration with Box’s API for error handling and email delivery, which will be implemented in subsequent updates 
 
 
 
External Interface Requirements 
User Interfaces 
The user interface was constructed using Box.com’s built in no-code app feature. The UI is designed to allow the legal office professionals (LOP’s) to review police reports, interact with extracted party information and submit an approved Json file for exportation. The UI uses Box’s app widgets feature for allowing the design to be seamlessly created. 

Upload a New Report component
a. User uploads new report to folder
b. User can view their uploaded reports in the “Reports” folder 
Parties to Review component
a. The donut chart highlights how many excel files need reviewing
b. File is reviewed and updated with applied changes
c. The excel file is then moved into the corresponding “Export Queue” folder
Export Queue and Export components
       a.   Once the file was approved, a Json file is generated from the excel into the exported folder and ready for exportation
 

 
Software Interfaces 
Internet Browser 
· Chrome (latest version) 
· Safari (latest version) 
· Microsoft Edge (latest versions) 
Operating System 
· Windows (latest version)  
· MacOS (latest versions) 
· Linux based OS  
 
 
Communications Interfaces 
The communication interfaces used in combination with the user interfaces are Box Relays, which are a built-in workflow automation tool. This tool allows the user to create trigger events for file manipulation, assigning task, and more used in this project. 
Communication Events 
3.3.1.1 Triggering Event: 
Upload triggers are handled within the Box website using box relays for when files are uploaded or generated in their corresponding folder.  The relays will rename files, assign task, move files, and apply metadata templates.



Error Handling Communication 
3.3.3.1 Failure Scenario: 
· The Python extraction service fails to download or process a newly uploaded report
· The generated Excel file is missing, incomplete, or corrupted
· Box Relay fails to initiate due to missing permissions or misconfigured workflows
· Metadata templates fail to apply or contain invalid fields
· The JSON transformation cannot be completed due to formatting or missing data
· Network or API disruptions prevent the system from retrieving or uploading required files

  

3.3.3.2 Error Handling:
· Box Relay Notifications:
Box Relay automatically generates notifications inside the Box interface when a workflow step fails. Assigned users and IT administrators receive alerts indicating which step did not complete and the nature of the error.
· Python Service Logging:
The extraction script logs all failures locally or in a monitoring system (depending on deployment). Errors such as missing files, failed downloads, or parsing issues are recorded with timestamps and error codes.




Requirements Specification 
 
Functional Requirements 
The following functional requirements describe the step-by-step workflow the system must perform from the moment a user uploads a report until the final JSON export is created.

User Uploads Report to Box 
4.1.1.1 Requirement: 
File upload: The system shall trigger the processing workflow when a user uploads a discovery report (PDF) into the designated Box input folder.
Box API AI Structured Extract Call (OCR + Extraction + Dedup + Structuring)
4.1.2.1 Requirement: 
The system shall parse information to AI agent and AI determines whether the uploaded PDF is machine-readable. If the file is scanned, handwritten, or image-based, the system shall apply Box OCR to produce machine-readable text while preserving BATES references and document structure. 
4.1.2.2 Requirement: 
The system shall use Box’s AI Extract Structured feature to extract the following information from the processed file:
· Report Summary: Report ID, Crime Classification, Location, Time, Police Agency, Report Filename, Process Time
· Persons: Name, Role, Date of Birth, Race, Bates References, Narrative Snippet, Relationships
· Officers: Name, Rank/Badge Number, Agency, Bates References
· Officials: Name, Title, Agency, Bates References
The system shall deduplicate and structure the extracted data into Summary, Persons, Officers, and Officials profile groups.
Generation of Structured Review File
4.1.3.1 Requirement: 
The system shall convert the structured extraction output into a formatted Excel file and upload it to the Box review folder.
Human Review and Metadata Validation
4.1.4.1 Requirement: 
The system shall allow reviewers to validate and correct extracted information through the Box interface and shall record reviewer updates as metadata.
JSON Output Generation
4.1.5.1 Requirement: 
The system trigger a Box Relay to convert reviewer-approved metadata into a finalized JSON file, with account and email notifications, formatted for compatibility with eDefender and store it in the designated export folder.  
Logging and Tracking 
4.1.7.1 Requirement: 
Box keeps track of file edits and versions, along with the accounts who were assigned verification tasks. To create a JSON through metadata tag approval, the user who approved the final version is required to input their name. 
 
External Interface Requirements
4.2.1 External Input Interface – Box File Upload Event
Name of Item:
Box File Upload Event (Trigger)
Description of Purpose:
Signals that a new discovery report has been uploaded and initiates the automated processing workflow.
Source of Input:
Box input folder (user-upload location)
Destination of Output:
Box pending Excel folder (output of AI Structured Extract)
Valid Range / Accuracy / Tolerance:
N/A — event-driven.
Units:
N/A
Timing:
· Triggered immediately upon file upload.
· Average end-to-end processing time: ~25 seconds per file.
Relationships to Other Inputs/Outputs:
· Triggers Box AI Structured Extract call.
· Triggers Box Relay reviewer assignment.
· Enables subsequent metadata-driven JSON export.
Data Formats:
JSON metadata (file ID, folder ID, timestamps, path).
Command Formats:
N/A.
End Messages:
N/A.



4.2.2 External Output Interface – Structured Excel Review File
Name of Item:
Structured Excel Review File
Description of Purpose:
Provides reviewers with structured extracted data for validation and correction through the Box interface.
Source of Output:
Python backend (Excel generation)
Destination of Output:
Box review folder monitored by Box Relay.
Valid Range / Accuracy / Tolerance:
Must include all extracted fields from the AI Structured Extract output.
Units:
.xlsx file
Timing:
Generated immediately after the AI Structured Extract response is received.
Relationships to Other Inputs/Outputs:
Uploading this file triggers:
· Box Relay reviewer assignment
· Activation of human validation workflow
Data Formats:
Excel (.xlsx)
Command Formats:
N/A
End Messages:
Upload confirmation from Box via Relays.




4.2.3 External Output Interface – Final JSON Export File
Name of Item:
Final eDefender-Compatible JSON File
Description of Purpose:
Serves as the final structured output for ingestion into the eDefender case management system.
Source of Output:
Python Structured Excel conversion to JSON model (post-approval metadata)
Destination of Output:
Box final JSON export folder
Valid Range / Accuracy / Tolerance:
Must comply with the required JSON schema, complete transfer with updated edits.
Units:
.json file
Timing:
Generated only after reviewer approval metadata is applied.
Relationships to Other Inputs/Outputs:
Depends on:
· Metadata updates from the reviewer
· Relay transition to export stage
Data Formats:
JSON (structured and nested)
Command Formats:
N/A
End Messages:
N/A


Logical Database Requirements 
The system does not utilize or maintain an internal database.
All data storage and retrieval needs are satisfied through Box cloud storage used by backend scripts.
4.3.1 Requirement:
The system shall rely exclusively on Box file storage, Box metadata, and AWS-based execution environments for all data persistence. No standalone relational or non-relational database shall be used.


Design Constraints 
Cloud Infrastructure Constraint
All critical software components, files, metadata, and processing workflows shall be maintained within the Box.com cloud infrastructure in compliance with Santa Barbara County Public Defender security requirements.
Programming Language Constraint
All backend scripts, middleware, and automation functions shall be implemented using Python 3.11 to ensure compatibility and environment consistency.





Other Nonfunctional Requirements
Performance Requirements
· The system should process a typical discovery report within approximately 25 seconds under normal operating conditions.
Safety Requirements
· The system shall not modify or delete any original discovery files.
· All reviewer modifications apply only to structured outputs and metadata.
Security Requirements
Note: Detailed legal/security requirements are covered in Section 6.
· Access to the system shall require authenticated Box accounts.
· All file interactions shall use Box-native permissions and access control.
· All credentials, API tokens, and authentication keys shall be securely stored, rotated regularly, and protected from unauthorized access.
Software Quality Attributes
Reliability
· The system should consistently perform extraction and workflow routing without failures.
Maintainability
· Python scripts and workflow components should be modular and easily updatable.
Scalability
· The system should support increased report volume without architecture changes.
Error Handling
· The system shall identify non-compliant confidence score extractions and flag them for reviewer action.
Security
Handled in detail in Section 6.

Business Rules
· Reviewer approval is required before generating the final JSON export.
· Bates numbering must not be altered automatically by the system.
· Only designated review staff may modify structured outputs.




Legal and Ethical Considerations
Privacy and Security
Requirement: Protection of Client Privacy
All system operations shall uphold the privacy rights of clients represented by the Santa Barbara Public Defender’s Office. Sensitive information contained in discovery materials must be handled with strict confidentiality.
Requirement: Compliance With Laws and Regulations
The system shall comply with all applicable federal, state, and local laws governing the handling, storage, and processing of criminal case discovery, including evidence-handling statutes and data-privacy regulations.
Requirement: Authorized Access Only
Access to case information shall be restricted exclusively to personnel who are legally authorized and assigned to the case. Authentication and access control mechanisms must ensure that unauthorized users cannot view or modify discovery materials.
Requirement: Confidential Handling of Disclosure Materials
All discovery contents, including personal information, witness statements, medical data, and law enforcement reports, shall remain confidential throughout the system workflow. No information may be disclosed outside approved channels.



 
Appendix A: Glossary 
Key Definitions: 
· Bates Number: Commonly used in the discovery phase of legal cases, bates number are a sequential identifier assigned to each page of a legal document for tracking and referencing 

· Box.com: A cloud-based file storage platform used for document organization and collaboration 

· Metadata: Structured data that provides information about other data that are attached to the file. In this context, metadata can include PD Case Number and Disc Number for files that were uploaded 

· Discovery Documents: Documents that are exchanged between parties during the legal discovery process in legal cases 
Acronyms and Abbreviations: 
· SRS: Software Requirements Specification 
· API: Application Programming Interface 
· PDF: Portable Document Format ● SDD: System Design Document  
 
Appendix B: Analysis Models 
Box.com Block Diagram:
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