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[bookmark: _Toc94305156]1. Introduction
1.1. Background:
QTC currently utilizes a Workflow Queue (WFQ) system to manage and process workflow tasks and medical record queue operations. The original workflow process involved significant manual handling of records and workflow assignments. To improve efficiency, organization, workflow visibility, and administrative control, a new Workflow Queue Administrator Application was designed and implemented.
The project focused on developing a modern administrative interface capable of managing workflows, workflow steps, reporting, task management, search functionality, authorization, and workflow monitoring within the existing WFQ ecosystem.
The project extended the existing Workflow Queue infrastructure without modifying the underlying production database schema. Instead, the team developed a new ASP.NET MVC administrative application that directly interacts with the existing Microsoft SQL Server database.
[bookmark: _Toc1524348677]1.2 Design Principles
The architecture of the application was guided by these design principles:
1. Strict Legacy Integration: The application was required to interface with the existing SQL Server 2022 database without altering a single table, column, or stored procedure. We utilized a "Database-First" approach via Entity Framework Core (EF Core) to map the LQTC schema.
2. Security and Data Integrity First: Operating in a medical context required atomic operations. All multi-step administrative actions (e.g., safe-deletes with dependency checks) are wrapped in atomic database transactions to ensure partial, corrupted data is never committed.
3. Accessibility and Standardization: The presentation layer was designed to adhere strictly to Leidos QTC internal branding and Section 508 accessibility standards, utilizing customized Bootstrap 5 and HTML5/CSS3.

[bookmark: _Toc495198248]1.3 Design Benefits
By transitioning the workflow management process from raw SQL scripts to the ASP.NET Core 8 MVC application, the system realizes several critical benefits:
· Risk Mitigation: The implementation of EF Core automatically parameterizes database queries, effectively eliminating the risk of SQL injection and the human error associated with raw data manipulation.
· Automated Traceability: The C# service layer programmatically injects the active administrator's session ID and exact server timestamps into the CreatedBy and UpdatedBy audit fields for every database transaction, guaranteeing HIPAA-compliant traceability.
· Operational Efficiency: Administrators can now dynamically sequence workflow steps, view active task counts, and reassign stuck tasks in seconds. Furthermore, the integration of the QuestPDF library reduces hours of manual auditing into a single-click CSV or PDF export.

[bookmark: _Toc1019564781]1.4 Achievements
Throughout the Fall and Spring semesters, our development team successfully engineered and deployed a modern, 3-tier enterprise architecture. Key milestones achieved include the successful deployment of the ASP.NET Core 8 MVC portal, the seamless integration of Entity Framework Core with the legacy WFQ database, and the delivery of a dynamic workflow engine. We successfully implemented complex task intervention logic allowing administrators to unassign, reassign, or force-complete stuck medical tasks, and we replaced manual audit gathering with an automated compliance reporting dashboard.







[bookmark: _Toc429842066]2. Related Technologies
2.1 ASP.NET Core 8 MVC
A cross-platform, high-performance, open-source framework developed by Microsoft that serves as the primary foundation for the web application.
· Architecture: Utilizes the Model-View-Controller (MVC) pattern to guarantee a strict separation of concerns. Models represent the shape of the medical task data; Razor Views dynamically render the user interface, and Controllers execute business logic.
· Security & Routing: Heavily leverages built-in Dependency Injection (DI) and custom middleware. A custom AdminAuthorizationFilter was developed to intercept HTTP requests, gatekeeping the administrative dashboard and routing unauthorized users to safe, read-only views.
[bookmark: _Toc858588675]2.2 Entity Framework Core (EF Core)
A lightweight Object-Relational Mapper (ORM) for the .NET ecosystem, chosen to safely navigate the project's constraints.
· Database-First Integration: Legacy tables were mapped directly into C# class objects without altering the database schema, eliminating the security risks and human errors associated with raw SQL string manipulation.
· Optimization & Integrity: Utilizes Language Integrated Query (LINQ) to compile strongly typed queries into highly optimized T-SQL at runtime. EF Core handles complex transaction scopes, such as aborting the deletion of a workflow step if dependent medical tasks are detected, ensuring no corrupted records are ever committed.
[bookmark: _Toc243620181]2.3 SQL Server 2022
· Data Hosting: Securely stores millions of sensitive records, including complex step-routing rules, Item payloads, and Task histories.
· Concurrency Control: Because the WFQ ecosystem experiences high concurrency from active medical processing, the application relies heavily on SQL Server's ACID compliance. The backend continuously monitors DbUpdateConcurrencyException events to gracefully handle instances where multiple administrators attempt to manipulate the same workflow simultaneously.
[bookmark: _Toc682798310]2.4 QuestPDF
· Programmatic Design: Replaces traditional HTML-to-PDF web converters by utilizing a Fluent API design pattern. This allows the backend C# service layer to programmatically define granular document layouts, such as dynamic data tables, repeating headers, and automated pagination.
· Business Value: Transformed hours of manual SQL auditing into a single-click compliance export feature, supplying administrators with immediate, heavily formatted PDF and CSV reports.
[bookmark: _Toc2045638195]2.5 Bootstrap 5 & HTML5/CSS3
· Responsive UI: Utilizes Bootstrap 5’s flexbox grid system and utility classes to rapidly abstract complex, data-heavy SQL grids into highly readable, cross-device web dashboards.
· Interactive Components: Native implementation of UI elements like modal confirmations for data deletion, interactive pagination toggles, and status-colored badges.
· Compliance: The HTML architecture and CSS styling were carefully structured to strictly adhere to both federal Section 508 accessibility standards and the explicit corporate branding guidelines mandated by Leidos QTC.







[bookmark: _Toc338266136]3. System Architecture
[bookmark: _Toc696358679]3.1 Overview
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The WFQ Administrator Application utilizes a robust 3-tier architecture to securely bridge the gap between users and the legacy database, maintaining compatibility with the existing WFQ infrastructure while extending administrative functionality. The system architecture separates the application into four major functional layers:
· Presentation Layer (UI): Built using customized Razor Views and Bootstrap 5. It is responsible for rendering the interactive dashboard, handling user input, displaying workflows and reports, and managing forms and modals.
· Business Logic Layer: This layer manages workflow validation, business rules, and service coordination.
· Data Access Layer: Powered entirely by Entity Framework Core, this layer translates the business layer commands into parameterized SQL queries to handle CRUD operations and database transactions.
· Authorization Layer: Intercepts web requests to handle admin authorization, access validation, and permission enforcement for protected controller routes.
[bookmark: _Toc1977541279]3.2 Data
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Because the application operates in a live medical processing environment, the existing QTC database schema could not be altered. The Data Access Layer relies on an EF Core "Database-First" integration model. The system strictly reads and writes to the legacy tables, specifically mapping to Workflow, WorkflowStep, Task, TaskHistory, and Item. It respects all pre-existing database relationships, such as the One-to-Many relationships between Workflow and WorkflowStep, and WorkflowStep and Task.
To guarantee data integrity within this environment, all multi-step data mutations are wrapped in atomic database transactions. For example, if an administrator attempts to delete a workflow step, the service layer queries the Task table to check for dependencies. If an active medical task is bound to that step, the system reassigns the tasks to the next step and then deletes the current step.

[bookmark: _Toc1188747299]3.3 Implementation
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· Workflow Management & Validation: Administrators can dynamically create, edit, and search for workflows. Before any data mutation reaches the backend, user inputs are sanitized. When configuring a new workflow or managing step sequencing, an asynchronous database check guarantees that names do not collide with existing records. Search functionality supports dynamic filtering, partial keyword matching, and real-time status updates.
· Role-Based Access Control (RBAC): The system implements strict RBAC, supporting "Admin" and "User" roles. Access is gated by a custom AdminAuthorizationFilter, which bypasses traditional login vulnerabilities to securely provision session-based administrative access, preventing unauthorized access to restricted UI elements and protected routes.
· Automated Audit Trailing: To ensure continuous HIPAA compliance, the system automatically retrieves the active administrator’s session identity and injects it, along with exact system timestamps, into the CreatedBy and UpdatedBy fields during SaveChangesAsync() operations.
· Concurrency and Exception Handling: The application implements robust concurrency controls. If multiple administrators attempt to alter the same workflow simultaneously, the backend intercepts the DbUpdateConcurrencyException. The transaction rolls back cleanly, and the frontend alerts the user.
· Reporting & Dashboard Analytics: High volume data retrieval is optimized at the database level. Furthermore, monthly reporting is automated through CSV and PDF export capabilities.


[bookmark: _Toc1105187752]4. Conclusion
[bookmark: _Toc1070493413]4.1 Results
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The development and deployment of the Workflow Queue (WFQ) Administrator Application was a resounding success, fulfilling all primary objectives established by Leidos QTC. The team successfully engineered a scalable and maintainable ASP.NET Core 8 MVC web application that completely replaces the highly inefficient and risky practice of manual SQL scripting.
Throughout the project, the team overcame significant technical and design challenges, most notably integrating with an existing enterprise workflow ecosystem while strictly adhering to a "Zero-Schema Change" constraint. The application proves that modern tooling, specifically Entity Framework Core, can safely and dynamically interface with a rigid, legacy medical database.
Furthermore, the implementation of atomic transactions and automated audit trailing ensures that the system not only improves the daily operational efficiency of QTC administrators, by providing clear workflow visibility, search functionality, and reporting, but also strictly enforces the data integrity required for HIPAA and HITECH compliance. Ultimately, the project transformed a vulnerable, manual database chore into a secure, governed, and highly accessible enterprise process.

[bookmark: _Toc762610397]4.2 Future
We have laid a highly adaptable foundation that has potential to be scaled across other departments at Leidos QTC. While the application is fully functional, there are still many paths for future optimization, security hardening, and feature enhancements that we hope will be carried forward by following design groups at California State University, Los Angeles. The following are our suggested improvements for next year’s team to work on:
· Advanced Analytics & Automation: As system usage grows, additional analytics dashboards should be developed to visualize workflow bottlenecks and team performance. Furthermore, the reporting module could be expanded to support advanced filtering, expanded audit history tracking, and additional export formats beyond CSV and PDF.
· Authentication and Session Hardening: To support a highly available, multi-server environment (such as a cloud deployment), the application's authentication state should be migrated from an in-memory HTTP Session to a Distributed Cache (e.g., Redis).
· Continuous Accessibility & Mobile Refinement: As Leidos QTC introduces new internal branding guidelines, the frontend should undergo continuous audits to ensure components remain compliant with Section 508 accessibility standards, while also improving the application's mobile responsiveness for administrators on the go.
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6. Appendices
Appendix A – User Stories
The project backlog contained 20 major user stories covering:
· Workflow management
· Workflow search
· Reporting
· Authorization
· Dashboard analytics
· Workflow history
· Workflow creation/editing 
· Step management
· Notifications
· Monitoring
· Testing

Appendix B – Screenshot Placeholders
· Workflow Dashboard
· Workflow Search
· Workflow Details View
· Workflow Step Editor
· Reports Dashboard
· Confirmation Dialogs
· Responsive Layout Examples
Appendix C – Testing Evidence Placeholders
· Test cases
· Validation screenshots
· Search testing evidence
· CRUD operation testing
· Authorization testing
· Bug tracking screenshots or tables
· Performance testing evidence
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